JokyMeHT npepnoctaBsieH KoHcyibTaHTINOC

3aperucTtpupoBsaHo B MuHtiocTe Poccunm 9 pespanda 2012 r. N 23191

®EQEPAJIbHAS CNY)XBA BESONMACHOCTU POCCUNCKOWU ®EQEPALLUN

NMPUKA3
oT 27 pekabps 2011 r. N 796

Ob YTBEP>XOEHUN TPEGOBAHUN 5
K CPEACTBAM 3JIEKTPOHHOM noanucu n TPEBOBAHUN K CPEACTBAM
YOOCTOBEPAIOLUEIO LEHTPA

Cnncok n3MeHsALWNX JOKYMEeHTOB
(B pen. NpukasoB ®CB Poccum ot 04.12.2020 N 555, o1 13.04.2021 N 142)

B cooTBeTCTBUM C 4YacTbi 5 cTaTbm 8 depepasibHOro 3akKoHa OT 6 anpens
2011 r. N 63-®3 "O6 3neKTpoHHOW nognucn" <*> npukKasbiBalo:

<*> CobpaHue 3akoHomaTesnbCcTBa Poccmnckon depepaunn, 2011, N 15, cT.
2036; N 27, cT. 3880.

1. YTBEpanThb:
(B pen. MNMpukasa ®CB Poccun ot 13.04.2021 N 142)

TpeboBaHuA K cpencTBam 3N1eKTPOHHON noanucu (npunoxenme N 1);
(B pea. MNMpukasza ®Cb Poccum ot 13.04.2021 N 142)

TpeboBaHMA K CpeacTBamM yaoCTOBEpPSAOLWEro ueHTpa (npunoxenHme N 2).
(B pen. MNMpukasa ®CB Poccun ot 13.04.2021 N 142)

2. Hactosawumn npukas gencreyet o 1 aHesapa 2027 r.
(B pea. MNMpukasza ®Cb Poccum ot 13.04.2021 N 142)

OnpekTop
A.BOPTHNKOB

MpunoxeHne N 1
K npuka3sy ®Cb Poccuu
oT 27 nekabpsa 2011 r. N 796

TPEBOBAHUSA K CPEACTBAM 3JIEKTPOHHOM Noanucu

CnnCoK N3MEHSALWNX OKYMEHTOB
(B pen. MNMpukasa ®Cb Poccum ot 04.12.2020 N 555)

l. ObwiMe nono>xeHusn



1. HacTtosawumne TpeboBaHus pa3paboTaHbl B COOTBETCTBMM C PepepasibHbIM
3akoHOM OT 6 anpens 2011 r. N 63-®3 "O6 snekTpoHHOM noanucu" (panee -
depnepanbHbI 3aKOH).

2. B HacToawmnx TpeboBaHMAX NCNO/b3YIOTCA Cleaylolmne OCHOBHbIE MOHATUS,
onpepeneHHble B CTaTbe 2 ®defepasibHOro 3aKoHa:

1) snekTpoHHasa nognuceb (ganee - 3M) - NHPoOpPMaUNA B IN1EKTPOHHOWN hopMme,
KoTopas npucoegmHeHa K APYron WHMOpPMauum B 3JI€KTPOHHOW dopme
(noanucbiBaeMon  MHgopMaunum) wnnnM  MHbIM  0Opa3oM CBs3aHA C  TaKoW
MHopmMaumen " KoTopas ncnosib3yeTcs ans onpepeneHns nmua,
noAnNuCbIBalOLWEro MHMoOpMaLuunio;

2) ypocToBepslWwUA ueHTp (nanee - YU) - opuandeckoe nuo,
WHONBMAYANbHbLIA NpeanpuHUMaTesnb NMbO roCyaapCTBEHHbLIA OpraH WAM opraH
MEeCTHOro camMoyrnpasJieHUs, ocylecTeaswmne PyHKLUNM Mo CO34aHUNI0 U Bbloade
cepTUMKaTOB KJto4Hen nposepku 31, a TakKe UHble PYHKUUN, NPpenyCMOTPEHHbIe
depnepasibHbIM 3aKOHOM;

(B pea. MNMpukasza ®Cb Poccum ot 04.12.2020 N 555)

3) kntod 3l - yHMKanbHasg nocsenoBaTesIbHOCTb CUMBOJIOB, NMpeAHa3Ha4YeHHas
aons cospganusa 3l1;

4) ko4 npoeepkn Il - yHUKaNbHaa NoOC/AenoBaTE/IbHOCTb CUMMBOJIOB,
OAHO3HAYHO CBsi3aHHas C kaw4YoM 3 M npedHasHayYeHHas AJ1g MNPOBEPKMU
noannHHocTu 3l (panee - nposepka 3M);

5) cpenctea 3N - wwudpoBanbHble (KpunTorpaguyeckme) cpencrea,
ncnosb3lyemble aOnA peanm3aumm xoTa 6bl ogHOM M3 cneayrowmx QyHKUUA -
cosnaHune I, npoeepka I, cosznaHmne kao4da 3l n kKnda nposepku 3M1;

6) cepTudukaT Kao4a nposepkn Il - INEKTPOHHLIN OOKYMEHT WUN OOKYMEHT
Ha 6yMa)XHOM HocuTene, BblAaHHble YL nmbo poBepeHHbIM nnuoMm YL wu
noaTeepXagamoune NMPUHAONEeXXHOCTb  KJIto4a NpPoBEPKU aM Bnagenbuy
cepTudmrKaTa Ktoda nposepku 1.

3. Hactoswme TpeboBaHMA YyCTaHaBAMBAKOT CTPYKTYpy W cCoAep)xaHue
TpeboBaHun K cpencteam 1.

4. HacTtoswme TpeboBaHna npefHa3Ha4YeHbl A5 3aKa34MKOB 1 pa3paboTynkos
pa3pabaTbiBaeMbix (MogepHu3npyembix) cpencts Il nNpy ux B3aMOLENCTBUU
Mexay cobon, C opraHusauusamu, MNpoBOAAWMMN  KpuUnTorpadunyeckue,
MHXXeHepHOo-KpunTorpaduieckme n cneynasabHble nccnepgosaHusa cpencts 31, ®Cb
Poccuu, ocyuwlecTensiiollen NogTBEp>KAeHMe COOTBETCTBUA cpeacTs Il HacToAWMUM
TpeboBaHusMm.

5. Hactoswme TpeboBaHma pacnpocTpaHAalTCca Ha cpeacrtesa 3,
npeAHa3HaYeHHble A8 UCMOJIb30BaHUA Ha Tepputopumn Poccnnckon depepaumu, B
yuypexaeHusax Poccuinckon ®epepaumm 3a pybexxomMm n B Haxoasawmxcsa 3a pybexom
obocobneHHbIX  NogpasfeneHnsax — lpugnyeckux — auy,  obpas3oBaHHbIX B
COOTBETCTBUM C 3aKOHOA4ATEeNbCTBOM Poccunmnckon depepaunu.

6. K cpeacteam 3l B 4acTm ux pa3paboTkm, mMpom3BOACTBa, peanmsauunm u
3KCnslyaTauum npenbsaBnaTcsa TpeboBaHMA, 3akpensieHHble [lonoxeHnem o
pa3dpaboTke, NpomM3BOACTBE, peaausaunm Wn >SKcnayaTauum  WUQpPoBaibHbIX
(kpunTOorpadunyecknx) cpeacTs 3awnTbl UHPopmaunm (MNonoxeHune [1K3-2005),
yTBEPXAEHHbIM npukasoMm ®CB Poccum ot 9 peBpana 2005 r. N 66 <*> (c



N3MEHEeHNAMU, BHECEHHbIMU npuka3zoMm OCBb Poccum oT 12 anpensa 2010 r. N 173
<**>), oNna WugpoBasibHbIX (KpunTorpauieckux) cpencTs 3awnTbl nHGopMaumnm
C OrpaHMYeHHbIM [OOCTYrNMOM, He coAep>kallen CcBefeHUn, COoCTaBAALWUNX
rocyaapCTBEHHYIO TalHy.

<*>  3apeructpuposaH MwuHioctomMm Poccum 3 wmapta 2005 r.,
perncrtpaynoHHbin N 6382.

<**> 3aperuncrtpuposaH MuHiocTtom Poccumn 25 masa 2010 r., pernctpaynoHHbIN
N 17350.

7. TpeboBaHUA K TexHoNormsamM cosgaHumsa (bopmumpoBaHusa) u nposepkn 3 ¢
noMowbio cpeactea 3l ykKa3biBalOTCA B TaKTUKO-TEXHUYECKOM 3afaHuu Wan
TEeXHNYECKOM 3afaHMM Ha NpoBeAeHMe OMNbITHO-KOHCTPYKTOPCKON paboTbl mam
COCTaBHOM 4acTu OMNbITHO-KOHCTPYKTOPCKOWN paboTbl no paspaboTke
(MopepHusaumm) cpenctea Il (panee - T3 Ha pa3paboTky (MopepHM3auwuto)
cpencTaa 3M).

Il. TpeboBaHusa kK cpepcteam 3

8. MNMpwn cospgaHunm Il cpencrtea Il OOJIKHbI;

- NOKas3blBaTb JINLY, MOAMNUCLIBAIOLLEMY 3JIEKTPOHHbLIV OOKYMEHT, CoAepXKaHue
MHOPMaL MM, KOTOPYIO OH MOAMUCLIBaeT <*>;

- co3paBaTb 3l TONbKO MOCAe MNOATBEPXAEHUS NMLUOM, MNOAMUCHIBAKOLLMM
3NEKTPOHHbIN AOKYMEHT, onepauum no cosaaHuto 3 <*>;

- OQHO3HAYHO NMOKa3biBaTb, 4TO O[] co3gaHa <*>.
9. NMpwn npoBepke 3l cpenctsa 3l AOJKHbI:

- MNOKa3blBaTb COAEp)XaHMe 3JIeKTPOHHOro [OKyMeHTa, nognucaHHoro 3l
<*¥>:
- Moka3sblBaTb WHGMOpMayUlo O BHECEHUN MU3MEHEHUN B noanucaHHbin Il
3/IEKTPOHHbIN OOKYMEHT <*>;

- YKa3biBaTb Ha JMLO, C UCMNOJIb30BaHMEM KJ1HO4a cl KOTOpPOro noAarnvcaHbl
3NEKTPOHHbIE NOKYMEHTHI <*>,

<*> PeanmsyeTrca B TOM 4YUCAE€ C WCMNONb30BaHMEM anmnapaTHbIX U
MPOrpaMMHbIX CpeAcTB, COBMECTHO C KOTOPbIMA LWITATHO (QYHKUNOHUPYIOT
cpenctBa I 1 KoTopble CNOCOBHbLI MOBAUATL Ha BbIMNOJIHEHNE MPEeAbABAAEMbIX K
cpeactBam 3l TpeboBaHWiA, B COBOKYMHOCTM MpeAcTaBAAlOWMX cpeny
dyHKUMOHMpPOBaHMA cpencts 3l (ganee - CP).

10. TpeboBaHua NyHKTOB 8 U 9 HacToAwMX TpeboBaHN He MPUMEHSAITCA K
cpeactBaMm 3Il1, WCNOAb3yeMbIM AN aBTOMATUYECKOro co3gaHms wu  (nnn)
aBToMaTu4eckomn nposepkn I B MHHPOPMALMNOHHON CUCTEME.

11. CpepncTtea 3 goMKHbI NPOTUBOCTOATL Yrpo3am, npeacTtasnasowmm cobon
LeneHanpassieHHble OEeWCTBUSA C  WUCNOJIb30BaHMEM annapaTHbiX W (nan)
MPoOrpamMMHbIX CpencTBs C Uenblo  HapyweHusa 6e30macHOCTU  3alimuiaeMon



cpeactsoM 3l MHbopMaLMM UIN C LEeNbl CO34aHUS YyCNOBUW ANA 3Toro (nanee -
aTaka).

12. B 3aBMCMMOCTM OT CNoCOBHOCTEeN MPOTUBOCTOATbL aTakam cpenctea Il
noApasfensaTCa Ha KJacChl <*>,

<*> Heobxogumbln Knacc pa3spabaTbiBaeMoro (MooepHu3nNpyemMoro) CpeacTBa
3l onpepenseTcsa 3aka34ynkoM (paspaboTynkom) cpeactsa Il nyTem onpeneneHus
BO3MOXXHOCTEN OCYyLLeCcTBAATb co3gaHme crnocoboB aTak, MOArOTOBKY WU
npoBefeHMe aTak Ha OCHOBe nyHkToB 13 - 18 HacToAwwmx TpeboBaHun un
yKa3blBaeTcsa B T3 Ha pa3paboTKky (MoaepHu3sauuo) cpenctsaa Il1.

13. CpeactBa 30 knacca KC1 NnpoTMBOCTOAT aTakaM, NMpu co3aaHum cnocobos,
MOArOoTOBKE N NPOBEAEHUN KOTOPbIX NCMOJSb3YIOTCA cnefylowme BO3MOXKHOCTU:

13.1. CamocTosiTe/lbHOE  OCYLIEeCTB/eHMe Cco34aHua cnocoboB  aTak,
NoAroTOBKM U MPOBeJleHNs aTak.

13.2. JencTBUSA Ha pas3/iNyHbIX 3Tanax XXMU3HeHHOro uuksia cpencraa 3 <*>.

<*> K 3Tanam >XWU3HEHHOro uukna cpenctea 31 oTHocATcs pa3paboTka
(MooepHM3aUns)  yKasaHHbIX  CPeAacTs, MX  MNPOU3BOACTBO,  XpaHeHwue,
TPaHCNOPTMPOBKA, BBOA B 3KCNJyaTauuio  (MyckoHananoyHble  paboThl),
3KcnayaTauus.

13.3. lNpoBeneHne aTakM TOJNILKO M3BHE MPOCTPAHCTBaA, B npefesiax KoToporo
OCYLLECTBNSAETCA KOHTpPOSb 3a npebblBaHMEM W [encTBuAMM nny 1 (Mnn)
TPAHCMOPTHLIX CPEACTB (Aanee - KOHTPONMPYyeEMas 30Ha <*>).

<*> [paHuLEeN KOHTPOJMPYEMON 30Hbl MOryT ObITb: NepuMeTp OXpaHsAeMOoun
Tepputopun  NpeanpuaTtmna  (ydypexxneHus),  orpaxkgawouwme  KOHCTPYKUUN
OXPaHAeMOoro 3aHus, OXpaHAeMOon 4YacTu 34aHNS, BblAEIEHHOr0 NoMeLleHUs.

13.4. lMpoBepeHne Ha 3Tanax pa3paboTku, NPOU3BOACTBA, XPaHEHWS,
TpaHCNoOpTUPOBKM cpencts 3 m 3Tane BBOAA B 3KCnayaTauuwo cpepcts 3l
(nyckoHanagoyHble paboTbl) CleayoWwmx aTak:

- BHeCeHVe HeCaHKUMOHWPOBAHHbIX M3MeHeHun B cpenctso 3 un (mnm) B
KOMMOHEeHTbl CP, B TOM Yucse C MCMNOoJSIb30BaHMEM BPELOHOCHbIX NPOrpamMmM;

- BHECEHME HEeCAaHKLUMOHNPOBAHHbIX N3MEHEHNIN B OKYMEHTAUWIO Ha CpencTBo
3l n Ha KoMMoHeHTbI CP.

13.5. NpoBefneHMe aTak Ha cnegyoline odobekTbl:

- AOKYMeHTauuto Ha cpenctso 3l n Ha KOMMNoHeHTbl CO;

- 3allMLaeMble 3NEeKTPOHHbIE AOKYMEHTbI;

- KJIIOYEBYI0, ayTEHTUPULNPYIOLLYIO U NAapobHYO MHpopMauunio cpeactaa IM1;

- cpencTBo 3I 1 ero NpPorpaMMHbIE N annapaTHbleE KOMMOHEHTHI;



- annapaTHble cpeacTBa, Bxogswme B CO, BKAOYAA MUKPOCXEMbI C
3anncaHHbIM MUKpokogoMm BIOS, ocyuwiecTeaaoWwen MHULMaNM3aUuno 3TMX CpeacTs
(nanee - annapaTHble KOMMNOHEHTbI CD);

- NporpaMMHble KOMMNOHEHTbI CO;
- AaHHble, NepefaBaeMble N0 KaHalaM CBA3M;

- TOMelleHnsa, B KOTOPbIX HAXOAUTCA COBOKYMHOCTb MPOrpaMMHbIX W
TeXHNYeCKnX 3JIEMEHTOB cucTem 06paboTkuK OaHHbIX, CNOCOBHbIX
PYHKLUMNOHMPOBATbL CaMOCTOATENIbHO UM B COCTaBe Apyrux cuctem (panee - CBT),
Ha KOTOPbIX peann3soBaHbl cpencrtea I n CO;

- UHble 06BEKTbLI aTak, KoTopble NpyM HEeOobXOAMMOCTM yKa3bliBalOTCA B T3 Ha
pa3paboTky (MopepHusaumio) cpeactsa 3 C  y4eToOM UCNOJSIb3YEMbIX B
NH(MOPMALMOHHON CUCTEME UH(OPMALMOHHBLIX TEXHOMOMMIA, annapaTHbIX CPeacTB
(nanee - AC) n nporpammHoro obecneveHus (nanee - MO).

13.6. Nony4eHue cnepyrouen nHpopmaLumn:

- 0bwmnx ceepgeHnn o6 MHPOPMALMOHHON CUCTEME, B KOTOPOW MCMOoJSib3yeTcs
cpencteo 3l (Ha3Ha4veHme, cocTaB, onepaTop, 06bEeKThbl, B KOTOPbIX pPa3MeLLEHbI
pecypcbl MHPOPMALMOHHOW CUCTEMBI);

- cBefeHnn 06 MHGOPMALMOHHBLIX TexHonorusx, 6as3ax paaHHbix, AC, MO,
NCNOoJib3yeMbiX B UHPOPMALIMOHHOW CUCTeMe COBMECTHO Co cpeacTsoM 3I1;

- CBeAEHMN 0 (PM3NYEeCKUX Mepax 3alnTbl 0ObEKTOB, B KOTOPbLIX pa3MeLleHbl
cpeanctsa 3l1;

- CBeAeHUn o Mepax Mo obecneyeHUto KOHTPOMMPYEMON 30HbI O0OBHLEKTOB
NH(OPMALMOHHON CUCTEMBbI, B KOTOPOW UCMo/b3yeTca cpeacTso 3M;

- CBeJeHUn 0 Mepax Mo pasrpaHMYeHnIo O0CTyrna B MOMeELLEeHUs, B KOTOPbIX
HaxonaTcsa CBT, Ha KOTopbIX peann3oBaHbl cpencTtsa I n Co;

- copepXaHusa Haxopsawencs B cBoBOAHOM [OCTyne AOKYyMeHTauuu Ha
arnnapaTHblie U NporpamMMHble KOMMOHEHTbI cpeacTea 3l u CO;

- 06WwKMXx cBeAeHnn o 3almuaemMon nHhpopmaunn, NCNosib3yemMon B npouecce
3KcnayaTauuu cpenctaa 3l1;

- BCEX BO3MOXXHbIX AaHHbIX, NepefaBaeMbiX B OTKPbITOM BuUae MO KaHanaMm
CBA3M, HE 3allMUIEeHHbIM OT HeCaHKLUWOHWpOBaHHOro gocTyna (manee - HCHO) K
NHMOPMaL N OPraHN3aLMOHHO-TEXHNYECKNMN MepaMu;

- CBefeHUN O JINHUAX CBA3WM, N0 KOTOPbIM nepejaeTcs 3aluvuiaemas
cpencteoM 3l nHpopmauns;

- cBegeHuin 060 BCcex MPOSBAAIOLWMNXCA B KaHasllaX CBA3N, He 3allULEeHHbIX OT
HCO K wHpoOpMauum OpraHnU3auMOHHO-TEXHUYECKUMN MepaMn, HapyLleHnax
npaBua 3KkcnayaTauum cpeacrtsa 3 n CO;

- cBegeHun 060 BCcex MPOoOsBASAIOWMNXCHA B KaHanax CBA3M, He 3allMLWEHHbIX OT
HCL K nHchopMmaumm opraHn3ayMOHHO-TEXHNYECKUMN MepaMmn, HENCMNPABHOCTAX U
cbosax annapaTHbIX KOMMNOHEHTOB cpeacTsa IO u CP;

- cBepeHun, noJlydaemMblIX B pe3yJibTaTe aHaJ/n3a nobbIX CUrHanos oOT
annapaTHbIX KOMMOHEeHTOB cpenctea 3l n CP, KoTopble MOXET MnepexBaTUTb



HapyLwuTensb.
13.7. lcnosib3oBaHue:

- HaxopsAwmxcsa B cBOBOAHOM [OCTyne WAM WUCNOoJIb3yeMbIX 3a npenenammu
KOHTposimpyemon 30Hbl AC wn T[10, BK/OYas anmnapaTHble W NpPorpaMmMHble
KOMMOHEHTbI cpeacTtia 3l n CO;

- cneymanbHo paspaboTaHHbix AC 1 IMO.

13.8. icnonb30BaHMeE B Ka4eCTBe cpeabl nepeHoca oT cybbekTa K 06bekTy (0T
obbekTa K CybbeKkTy) aTakum AeNCTBUN, OCYLLECTBASEMbIX NPU NOAFOTOBKE N (1K)
npoBeaeHnn aTaku (fanee - KaHan aTaku):

- He 3awuweHHbIXx oT HCO K mHdopmMauunm opraHM3auMOHHO-TEXHUYECKUMN
MepaMu KaHasI0B CBA3U (KaK BHE KOHTPOJIMPYEMON 30HbI, Tak 1 B ee npejenax), rno
KOTOpPbIM NepefaeTcs 3awuuiaemas cpeacrtsom 3l nHpopmaums;

- KaHaJsioB pacrnpocTpaHeHns CUrHanoBs, COMPOBOXAAOLLUNX
dyHKUMOHMpOBaHue cpenctsea Il n CO.

13.9. NMpoBeneHne aTakn U3 NHHOPMALMOHHO-TENEKOMMYHUKALIMOHHbIX CETEN,
[OCTYMN K KOTOPbIM HE OrpaHNY€eH onpefesieHHbIM KPYroMm nnL,.

13.10. Wcnonb3oBaHme AC un 1O n3 coctaBa cpencTtB MHPOPMaALMOHHON
CUCTEMbI, WCMOJb3yeMblX Ha MecTax 3KcnjayaTauunm cpeactsa 3l (mnanee -
WTaTHblIe CpencTBa) U HaXo4AWMXCA 3a npeaesiaMu KOHTPOJIMPYEMOW 30HbI.

14. CpeanctBa 3l knacca KC2 NnpoTUBOCTOAT aTakaM, Npu co3gaHnm cnocobos,
MoaroTOBKE 1 NMPOBeAeHUN KOTOPbIX UCMOJIb3YHTCA BO3MOXXHOCTU, NMepeyncsieHHble
B nognyHkTax 13.1 - 13.10 HacToawmx TpeboBaHun, wn cneapyowmne
OOMOJIHUTEIbHbIE BO3MOXXHOCTMU:

14.1. lMNpoBeneHne aTaku MNpU HaAXOXOEHUN KaK BHe MpenenoB, Tak U B
npenenax KOHTPOJINPYEMOMN 30HbI.

14.2. Ncnonb3oBaHMe  WTATHbIX CPEACTB, OrpaHW4YeHHoe  MepaMmu,
peann3oBaHHbIMN B MHMOPMALMOHHOW CUCTEME, B KOTOPOM MCMNOb3yeTCs
cpenctso 3ll, ©n HanpaBlieHHbLIMM Ha nNpenoTBpalleHne ©n npeceyvyeHune
HeCaHKLUWOHNPOBAHHbIX OENCTBUMN.

15. CpeanctBa 3l knacca KC3 NnpoTUBOCTOAT aTakaM, Npu co3gaHnm cnocobos,
MOArOTOBKE M MPOBEAEHNN KOTOPbIX NCMOJIb3YOTCH BO3MOXHOCTU, NEPEYNCTIEHHbIE
B nognyHkTax 13.1 - 13.10, 14.1, 14.2 HacTosAwwmnx TpeboBaHun, n cnepyrowmne
OOMOJIHNTENIbHbIE BO3MOXXHOCTMU:

15.1. fJoctyn kK CBT, Ha KOTOpbIX peasnn3oBaHbl cpenctso I un CO,

15.2. BO3MOXHOCTb pacrnofiaraTb annapaTHbIMN KOMIMOHEHTaMn cpencrtea Il
n CoO B obbeme, 3aBucAWEeM OT Mep, HanpasJIeHHbIX Ha npenoTBpalleHne un
npecevyeHuve HEeCaHKUMOHNPOBAHHbIX DEeNCTBUN, peanin3oBaHHbIX B
MHMOPMaLMOHHOW CUCTEME, B KOTOPOW Ucnosb3lyeTcs cpenctso 3.

16. CpepnctBa 3l knacca KB1 npoTMBOCTOAT aTakaM, Npu co3gaHum cnocobos,
MOArOTOBKE N NPOBeAEeHUN KOTOPbIX UCMOJIb3YIOTCHA BO3MOXXHOCTU, NepevyuncsieHHble
B noanyHkTax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2 HacToswmx TpeboBaHun, wu
cnepyrouwme A0onoJIHUTEsIbHble BO3MOXHOCTMN:

16.1. Co3paHue crnocoboB aTak, NOAFOTOBKa W nNpoBegeHMe aTak C



npuBJeYEeHNEM CNeuunanncToB, MMEKLWMX OonbIT pa3paboTkm n aHanm3a cpencTs
3, BKJOYaa creunanucTos B 06nacTu aHasim3a CUrHaNoB, COMPOBOXOAMOLLUX
dyHKUMOHMpoOBaHue cpenctsea Il n CO.

16.2. lMpoBeneHne nabopaTopHbIX nccnenoBaHUm cpencTea an,
NCMOSIb3yeMOro BHE KOHTPOJIMPYEMOW 30Hbl, B 00bemMe, 3aBUCALWLEM OT Mep,
HanpaBJIeHHbIX Ha nMpegoTBpalleHne Uu npecevyeHMe HeCaHKLUWOHUPOBAHHBIX
O0EeNCTBUN, peasin30BaHHbIX B UIHPOPMALMOHHON CUCTEME, B KOTOPOW UCMOJIb3yeTCs
cpencTtso 2I1.

17. CpenctBa 3l knacca KB2 NnpoTUBOCTOAT aTakaM, nNpu co3gaHum cnocobos,
noaroToBKe U NMPoBeAEeHUN KOTOPbIX UCMOJIb3YIOTCA BO3MOXXHOCTU, NMNepeyvyncsieHHble
B nognyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2 HacToAwWwMX
TpeboBaHuin,  cnepgyrowme AONOJHUTESNIbHbIE BO3MOXHOCTMU:

17.1. Co3paHme cnocoboB aTak, NOAFOTOBKaA W nNpoBegeHMe aTak C
npuBie4yeHneM cneumasancTosB, MMeKLMX OonbiT pa3paboTKM MU aHanM3a CpeacTsB
3, BkYasa creunanncTtoB B obnacTMm MCNONbL30BaHUA ANA peanu3aunm aTak
BO3MOXXHOCTEN npuknagHoro MO, He oNMcaHHbIX B OKYMEHTALUMN Ha NpuUKNagHoe
Mno.

17.2. MNMocTaHoBKa paboT no co3gaHuto cnocoboB M CpencTB aTak B Hay4HO-
nccnenoBaTeslbCKUX LEeHTpax, crneunannsvpyrowmxca B obnactu paspaboTkm wu
aHannsa cpencts I n CO.

17.3. BO3MOXHOCTb pacrnoflaraTb WUCXOOAHbIMW TekCTamu Bxogsdwero B CO
npuknagHoro 0.

18. CpencTBa 3l knacca KA1 NnpoTUBOCTOAT aTakaM, Npu co3gaHunm cnocobos,
noaroToBKe U NMPoBeAEeHNN KOTOPbIX NUCMOJIb3YIOTCA BO3MOXXHOCTU, NMepeyvyncsieHHble
B noanyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2, 17.1 - 17.3
HacTosawmnx TpeboBaHnn, N cnegytowine OOMOJIHUTENIbHbIE BO3MOXXHOCTMU:

18.1. Co3paHne crnocoboB aTak, NOAFOTOBKA WU npoeeaeHmMe aTak C
npmneiaevyeHnemMm cneunaanctos, MMerwwnmx OnbIT pa3pa60TK|/1 N aHaJZIn3a CpeacTs
3, BkAYasaA creunanncTtoB B o0b6nacTM MCNONbL30BaHUA A4 peannsaunnnm aTtak
BO3MOXXHOCTEN cmcteMHoro MO, He onnCaHHbIX B ANOKYMEHTAUWMN Ha CNCTEMHOE Mno.

18.2. BO3MOXXHOCTb pacnoJsiaraTb BCEN OOKYMeHTauuenm Ha annapaTHble W«
nporpamMmMHble KOMMNOHeHTbl CO.

18.3. Bo3MOXHOCTb pacnosiaraTb BCeMU annapaTHbIMUW KOMMOHEHTaMu
cpenctea 3 n CO.

19. B cnyvyae peanm3aumm B cpencrtee Il dyHKummM nposepkn 3l
3JIEKTPOHHOIr0 OOKYMEHTa C WUCMoJib30BaHWEM cepTugukaTa kKJaoda nposepkn Il
3Ta peanm3auns LOOJIKHA UCKIIOYUTb BO3MOXXHOCTb mnpoBepku Il 3/1eKTPOHHOro
OoKyMmeHTa 6e3 nposepku 3l B cepTudukaTte kw4Ya nposepkun 3 unm 6e3s
HaNM4Msa nNOJIOXKUTENIbHOIro pe3ysbTaTa npoBepkn 31 B cepTudukaTtTe Kio4da
rnposepkun II1.

20. Mpw pa3paboTke cpencTs clil OOJIKHBbI MCNoJsIb30BaTbCA
Kpuntorpauyeckme anropuTMbl, YTBEP)KLEHHble B KayeCcTBe rocyfapCTBEHHbIX
CTaHOAPTOB WX UWMeLWmMe noaoXxuTtenbHoe 3akwdeHne OdCB Poccum no
pe3ysbTaTaM UX 3KCMEPTHbIX KpUNTOrpauieckmnx nccnenoBaHmnm <*>,



<*> T[lognyHKT 25 nyHkTa 9 T[lonoxeHna o denepanbHon cnyxbe
be3onacHocTn Poccuinckon depepaunmn, yTBepxOeHHoro Ykasom [lpe3naeHTa
Poccunckon ®depepaumm ot 11 aBrycta 2003 r. N 960 (CobpaHue
3aKoHogaTenbcTBa Poccunckonm ®epepaunn, 2003, N 33, cT. 3254; 2018, N 28, cT.
4198) (panee - Nonoxxenne o ®Chb Poccum).
(B pen. MNMpukasa ®CB Poccum o1 04.12.2020 N 555)

21. WHKeHepHO-KpunTOrpaguyeckas 3awmTta cpepncrtea 2l pgosmkHa
NCKNIO4YUTb CobbITUSA, NpMBOASALLNE K BOSMOXXHOCTW NPOBEAEHUS YCNELIHbIX aTak B
YyCNOBUAX BO3MOXXHbIX HeucnpaBHocTen wunm cboeB amnapaTHOr0 KOMMOHEHTa
cpeactea Il wnm annapaTHoro kKoMmnoHeHTa CBT, Ha KOTOPOM peaJiM30BaHO
nporpamMmmHoe cpeactso 3.

22. B cpeactBe 3 Oo/mKHbl 6bITb peann3oBaHbl TOMLKO 3adaHHble B T3 Ha
pa3paboTky (mMogepHu3auuw) cpeacrtea 3 anropuTMmbl PYHKLNOHUPOBAHUS
cpeactsa 3I1.

23. [lporpaMMHbIN  KOMMOHEHT cpeactea 3l (B cayyvyae Hanu4us
MpPorpaMMHOro KoMroHeHTa cpefnctea 3l1) OO/HKeH yOOoBNAETBOPATb Clefylolnm
TpeboBaHUNAM:

- 06BbEKTHbIN (3arpy304Hbl) KOO MPOrpaMMHOro KoMnoHeHTa cpepctea 3l
0OJI>KEH COOTBETCTBOBATb €ro UCXOAHOMY TEKCTY;

- B NMpPOrpaMMHOM KOMMOHeHTe cpepnctea Il O0J/HKHbI UCMOJb30BaTbCA MNpPU
peannsaumm ToJIbKO ONMCaHHble B AOKYMEHTauMn pyHKLMN NporpaMMHON cpenbl, B
KOTOpon (byHKLMOHUPYET cpencTso I,

- B WUCXOOHbIX TeKCTax MpOorpaMMHOro KOMMOHeHTa cpencTtBa 3l OO0JKHbI
OTCYTCTBOBaTb BO3MOXHOCTW, MNO3BOJIAKOWME MOONPULNPOBATL WU UCKaXXaTb
anropnt™m paboTbl cpenctea 3l B npouecce ero NCrnosib3oBaHns, MoANPULMPOBATL
WM  UCKaXKaTb WHMOPMaUMOHHbIE WX Yynpasaswowme TMOTOKN WU  Npouecchl,
CBA3aHHble C QYHKUMOHMpPOBaHMeM cpenctea I, ©m nonydaTb HapyLUTeNaMm
OOCTYN K XpaHAWENCS B OTKPLITOM BUAE KIOYEBOW, NAEHTU(MUKALUMOHHON 1 (1K)
ayTeHTugunumnpytowen nHhpopmauynm cpeancrtsea 3M;

- 3HaYeHMs BXOMHbIX W BHYTPEHHUX MAapaMeTPOB, a TakKXe 3HavyeHus
napamMeTpoB HaCTPOEK MPOrpaMMHOro KOMMOHeHTa cpeacTBa 3O He [O0J/KHbI
HEeraTUBHO BJINSATb HA €ro PyHKLIMOHMpPOBAHME.

24. B cnyyae nnaHuUpoBaHuUs pasMeuwleHusa cpencTts 3l B nomelwleHusx, B
KOTOPbIX MNPUCYTCTBYET pedyeBass akKycTuyeckas W Bu3lyasibHasg WHQopMauums,
cofepxawaa cBefeHus, CoCTaBasdlWmMe TroCyfapCTBEHHYO TanlHy, W (1nun)
ycTaHoBneHbl AC ©n cucteMmbl npuvemMa, nepegayn, o06paboTku, XpaHeHua u
oTobpakeHuns MHGOopMaLmK, cogep xallen cBefeHus, cocTasnswouwme
rocyfapcTBeHHyto TanHy, AC MHOCTpaHHOro Npou3BOACTBa, BXOAslMe B COCTaB
cpencts 3l, JoMKHbI BbITb NOABEPrHYTbI NPOBEPKaM MO BbISABAEHUIO YCTPOWCTB,
npefHa3Ha4YeHHbIX 419 HersacHoro noJjiy4yeHus nHgpopmaumu.

B cnyyae nnaHupoBaHusa pa3smelleHus cpencts 31 B NnoMeLLleHNAX, B KOTOPbIX
OTCYTCTBYET pevyeBas aKyCTU4yeckas W BuU3lyasbHaa MHGOpMauuUs, copepxalias
CBefeHNs, COCTaBsloWMe rocydapCTBEHHYO TalHy, W He ycTaHoBfeHbl AC wu
cucTtembl Nnpuema, nepenayn, obpaboTku, xpaHeHUs n oTobparkeHns nHhopMauun,
cogep>kallen cBefleHuns, CoCTaBsoWmMe rocyapCTBEHHYIO TanHy:

- peweHne o nposegeHnn npoeepok AC WMHOCTPAHHOro MpPOM3BOACTBA,
Bxoasawmx B coctas cpencts 3l knaccos KC1, KC2, KC3, KB1 u KB2, npuHnmaeTcs
opraHmsauunen, obecnevymearLen sKcnayaTauno gaHHbIX cpeacts 3,



- npoBepkn AC MHOCTPaAHHOIo NpPomM3BoACTBa, BXOOAALWMX B coCcTaB cpeancts Il
knacca KA1, nposoaaTtcs B o6A3aTeNbHOM rnopsgke.

25. CpenctBo 3 O0J/HKHO MPOBOAUTL ayTeHTURUKALUIO CybbekToB AocTyna
(Anu, NpoueccoB) K 3TOMYy CPeAcTBY, NPU STOM:

- MPU OCYLEeCTB/eHUN A0CTyna K cpenctsy 3l ayTeHTudumkaumsa cybbvekTa
nocTyna OOJIKHa MPOBOAUTLCA 0o Havasna BbIMOJIHEHNSA rnepBoro
PYHKUMOHaNbHOro moayns cpeactea 3l1;

- MexXaHW3Mbl ayTeHTUdUKaumnm JOJKHbl  6/0KMpoBaTb  AOCTYNM  3TUX
cybbekTOoB K (yHKUMAM cpenctea 3Ol npwm  oTpuuaTesnbHOM pesyfbTaTe
ayTeHTugunKaumu.

26. CpencTBo Elll DOJIDKHO npoBOoOUTb ayTeHTugumnkKaumnto nny,
OCYLLECTBAALWMX JIOKaNbHbIN JOCTYN K cpencTay 3.

27. HeobxoanmocCTb npoBeaeHns cpecTtesom Il ayTeHTUnKaumm npoLeccos,
OCYLLEeCTBSAIOLWMX JIOKASIbHbIA UK yAaNeHHbIN (CceTeBon) AOCTyn K cpenctsy I,
yKa3blBaeTcsa B T3 Ha pa3paboTKy (MoaepHusauyuio) cpeactsa II1.

28. Ona nmoboro Bxoasauwero B cpenctso 3l MexaHM3Ma ayTeHTudukauum
gomkeH O6blTb peasn3oBaH MexaHW3M OrpaHUYeHUs KoJsimyecTBa CJiefyoLmx
noapsa4 NonbITOK ayTeHTUdMKaunm ogHoro cybbekTa AoCTyna, YMC/0 KOTOPbIX He
OO0JKHO 6bITb 6onbwe 10. Mpu NpeBbILLEHNN YUCIa CAeaylwmnx noapah rnonbiTOK
ayTeHTudpumkaumm opgHoro cybbekTa Q[oOCTyna YCTaAHOBJIEHHOrO npeaesibHoro
3HaYeHnsa [OocTyn 3Toro cybvekTa K cpeacTtBy 3l posxxeH 6710KMpoOBaTbLCA Ha
3afaHHbIN B T3 Ha pa3paboTky (MoaepHusaumiw) cpeactesa I NPOMEXYTOK
BpeEMEHMN.

29. B cpenctBe 31 ponxeH 6bITb peanm3oBaH MexaHU3M (mpoueaypa)
KOHTpPOIA LLenocTtHocTu cpenctea I n CO.

KOHTPOJIb LLENNIOCTHOCTU MOXXET OCYLLEeCTBAATbLCSA:

- B Havane paboTbl co cpeactsom 3l po nepexoga CBT, B KOTOpPOM
peanu3oBaHo cpenctso 31, B paboyee cocTosAHMEe (HanpuMmep, L0 3arpyskKwu
onepaumoHHon cuctemsl CBT);

- B X04e perslaMeHTHbIX MpoBepok cpeactBa Il Ha mMecTax 3KCnyaTaumu
(pernamMeHTHbIN KOHTPOJIb);

- B aBTOMATU4YECKOM pexume B npouecce pyHKUMOHUpOBaHUA cpeacTtBa 3l
(AMHAMNYECKNI KOHTPOJIb).

KoHTpO/Ib LEeNOCTHOCTM AOJ/PKEeH MNpoBOAUTbLCA B Hadane paboTbl Co
cpenctesom 3.

MexaHn3M pernamMeHTHOro KOHTPOSA LesIOCTHOCTU O0JIXKEeH BXOAUTb B COCTaB
cpencts Jl1.

30. Ona cpeacte 3N knaccoe KC1 n KC2 HeobxoamMoOCTb MnpenbsaBieHUs
TpeboBaHMI K ynpaB/aeHUO AOCTYNOM M O4YUCTKE NaMAaTU, a TakKXe UX cogepxaHue
yKa3blBaloTCH B T3 Ha pa3paboTky (MogepHuM3auuto) cpencrtsa I1.

31. B cocTtaB cpencts 3l knaccos KC3, KB1, KB2 n KA1 nan CO O0O/IXKHbI
BXOOUTb KOMMOHEHTLI, obecrneymBatoLime:

- yrnpaB/ilieHne [OCTYNnoOM CYObeKTOB K pas/IM4HbIM KOMMOHEeHTaM u (nnn)



uenesbiM QyHKUMAM cpenctea Il u CO Ha ocCHOBe napaMeTpoB, 3afaHHbIX
aAMUHUCTPATOpPOM Unn npoussoauTenem cpencrtea Il (TpeboBaHUS K yKazaHHOMY
KOMMOHEHTY onpefenatTcs 1M 060CHOBbLIBAlOTCA oOpraHmsaumen, npoBoasLLei
nccnegosaHmna cpencrtea Il C uUenbld OUEHKWM COOTBETCTBUA cpencrtea 3l
HacToswmm TpeboBaHUAM);

- OYUCTKY ONepaTUBHOM WN BHELIHEW MaMATu, UCnonb3yemon cpeactsom 3l
ans XPaHeHNs 3alMLLaeMom nHpopMaumu, npu ocBoboXXaeHnn
(nepepacnpepeneHnn) namMAaTU NyTeM 3annucym  Mackupyrowen mnHgopmMauunm
(cnyyYamHom nnm NceeBaoCcay4anmHomM NocnenoBaTeNbHOCTM CMMBOJIOB) B MaMATb.

32. B coctaB cpencts 3l knaccos KB2 n KA1 wan CO ponxKHbl BXOOUTb
KOMMOHEHTbI, obecneymBatowme sKCTPEHHOE CTUpaHue 3awmuaemon nHhopmaumm
OorpaHMYeHHOro poctyna. TpeboBaHWS K peanusaumm M HaOEXHOCTU CTUPaHUS
3apatoTca B T3 Ha pa3paboTky (MmoagepHusaumio) cpeacrtaa 3.

33. Ona cpeacte 3 knaccoe KC1l n KC2 HeobxoamMMOCTb npenbsBAeHUS
TpeboBaHMN K perucrtpaunm cobbiTMin N X copep)xaHme yka3sbiBaloTca B T3 Ha
pa3paboTKy (MogepHusauuio) cpeacrtsa 1.

34. B coctaB cpenctB 3l knaccos KC3, KB1, KB2 n KA1 gosmkeH BXoOuTb
MOAY/b, MPOU3BOAALLMA (PUKCAUUIO B 3JIEKTPOHHOM )>KypHase peruvcrpauumn
cobbiTun B cpenctee I n CO, cBA3aHHbIX C BbiNOJIHEHMEM cpencTBom 3l cBOUX
LeneBblX PYHKUUA.

TpeboBaHMA K yKa3zaHHOMY MOAOYJII0O U MepevyeHb perucTpupyemMbix CObbITUN
onpepensaTca M 060CHOBLIBAOTCA OpraHusaunen, npoBoAsLlen UCCAefoBaHUS
cpeanctea IOl C Uenbld OUEHKUM COOTBETCTBMA cpeacTtBa 31 HacToAWMM
TpeboBaHUAM.

35. XKypHan peructpaumm cobbiTun gomkeH bbiTb OOCTYMeH TOJIbKO Nuuam,
onpeneneHHbIM ornepaTopoMm MHPOPMALMNOHHON CUCTEMbI, B KOTOPOW NCMNO/b3YyeTCs
cpenctso 3l, nanM ynosHOMOYEHHbIMU UM NuuamMn. MNpu 3TOM OOCTYN K XKYpHany
perncTpaumm CobbiTn A0HKEH OCYLLECTBAATLCA TOJIbKO A/ MPOCMOTPa 3anucen
N ONs nepemMeleHns CoOAEePXXMMOro XXypHasna perucrtpaunm cobbiTum Ha apXmuBHbIE
HoCcUTenu.

36. Cpok peuncTtBus KJ4da npoBepkn 31 He [oJsKeH MnpeBbilaTb CPOK
aencrtema kntoda 3l 6onee 4yem Ha 15 ner.

37. TpeboBaHMA K MexaHU3MYy KOHTPOJIA CpOKa WCMNOJIb30BaHWUsA kio4da 3,
6nokupytowero paboty cpeanctsa 3l B criyd4ae MNOMbITKU UCNOJIb30BaHUA KJOYa
OofiblWe 3ajaHHOro cpoka, onpegensiTca paspaboTtymkom cpenctea 3 u
000CHOBbIBAOTCA OpraHusaumen, nposofsawen wuccnenoBaHma cpeactesa 3l ¢
LLesibl0 OLLEHKN COOTBETCTBUSA cpeacTaa 3l HacToAwmM TpeboBaHMAM.

38. Kpuntorpaduyeckme npoTokosbl, obecneymsBalowme onepaunm c
KAlo4eBOon  MHpopMaumen cpeactea  Ill, [o/KHbl  6biITb  peanv3oBaHbl
HernocpencTBeHHO B cpencTtee I1.

39. UccneposaHuna cpencts 3l € Uenblo OUEHKN COOTBEeTCTBUA cpencTts 3l
HacToALLUM TpeboBaHusM OOJIKHbI MpPOBOANTLCA C Ncnosib30BaHMeM
pa3pabaTbiBaeMbix PCb Poccun YNCNOBbIX 3HAYEHUN NapaMeTPOB U XapakKTepucTuk
peannsyemblx B cpeactBax 31 MexaHM3MOB 3aliuUTbl U annapaTHbIX W
MPorpamMMHbIX KOMMNOHEHTOB CO <*>,



<*> [MoanyHKT 47 nyHKTa 9 MNonoxeHnsa o ®Cb Poccun.

MpunoxxeHne N 2
K npukasy ®Cb Poccuum
oT 27 nekabpa 2011 r. N 796

TPEBOBAHUA K CPEACTBAM YAOCTOBEPAIOLLEIO LEHTPA

CnNnCOK M3MEHSIOLWMNX OKYMEHTOB
(B pen. Npukasa ®CB Poccum ot 04.12.2020 N 555)

I. OO e nonoXxxeHusn

1. HacTtosawume TpeboBaHus pa3paboTaHbl B COOTBETCTBMM C PepepasibHbIM
3akoHOM OT 6 anpens 2011 r. N 63-®3 "O6 snekTpoHHOM noanucu" (panee -
depnepabHbI 3aKOH).

2. B HacToawumnx TpeboBaHMAX NCNOJb3YIOTCA CleayloLmne OCHOBHbIE MOHATUS,
onpepeneHHble B CTaTbe 2 ®defiepasibHOro 3aKoHa:

1) snekTpoHHasa nognuceb (ganee - 3M) - NHPOpPMaUNA B IN1EKTPOHHOWN hopMme,
KoTopas npucoegmHeHa K APYron WHMOpPMauum B 3J1E€KTPOHHOW dopme
(noanucbiBaeMon  MHGopMaunum) wnnnM  MHbIM  0Opa3oM CBsi3aHA C  TaKoW
MHopmMaumen " KoTopas nCcnosib3yeTcs ans onpepeneHns nmua,
noAnNuCbIBalOLWEro MHMOpMaLuunio;

2) ypocToBepslwWwUA ueHTp (pnanee - YU) - opuandeckoe snuo,
WHONBMAYANbHbLIA NpeanpuHUMaTesnb NMbO roCyaapCTBEHHbLIA OpraH WM OopraH
MEeCTHOro camMoyrnpasJieHUs, oCcyLlecTBaswme PyHKLUNM MO CO34aHUNI0 U Bbloade
cepTUMKaTOB KJto4Hen nposepkn 31, a TakKe UHble PYHKUUN, NPpenyCMOTPEHHbIe
depnepasibHbIM 3aKOHOM;

(B pea. MNMpukasza ®Cb Poccum ot 04.12.2020 N 555)

3) cpeactBa 3l - wundpoBasabHble (KpunTorpadguyeckne) cpeacTsa,
ncronb3yemble A8 peanusauum xoTa Obl OogHOWM U3 cnefyowmx QYHKUUA -
co3paHune 31, nposepka 3, co3paHme kada Il n kKYa nposepkn II;

4) kntod 3l - yHMKanbHaga nocsenosBaTesIbHOCTb CUMBOJI0OB, NpegHa3Ha4YeHHas
Osa co3gaHugd 3l1;

5) knwo4 npoBepkn 3l - yHUKanbHaa MocnenoBaTesIbHOCTb CUMBOJIOB,
OOHO3HAYHO CBfA3aHHaa C kaw4YoM Il M npegHa3HavYeHHas ONS9 MPOBEPKMU
nognnHHocTn Il (ganee - nposepka 3);

6) cepTndukaT Kto4a nposepkn Il - 3NEKTPOHHBLIA AOKYMEHT WU OOKYMEHT
Ha 6yMa)XHOM HocuTene, BblAaHHble YL nmbo poBepeHHbIM nnuoMm YL wu
noaTeepXagamouune NMPUHaLNEeXXHOCTb  KJIto4a NpPoBEPKU aM Bnagenbuy
cepTuduKaTa Ka4da nposepku 3M1;

7) KBanMUUMPOBAHHBLIA cepTUdukKaT Kiwo4a nposepkn Il (panee -
KBaM(PUUNPOBAHHLIN  CcepTUUKAT) - cepTudukaT Kw4a nposepku 3,
cooTBeTCTByOWMA TpeboBaHMAM, YyCTaHOBNeHHbIM dDenepasibHbIM 3aKOHOM W
WHbIMW TMPUHUMaeMbIMM B COOTBETCTBMM C HUM HOPMATUBHbLIMU MPABOBLIMU



aKTaMW, CO3[aHHbI akKpeauToBaHHbIM YL nnbo denepasbHbiIM OpPraHoOM
NCMONHUTENbHOW BNACcTU, YNOJHOMOYEHHbIM B cdhepe ncnonb3osaHunsa Il (nanee -
YNOJIHOMOYEHHbIN efepasibHbli  OpraH), u SABAAKWUNACA B CBA3N C 3TUM
opuuMasibHbIM OKYMEHTOM;

(nn. 7 B pen. Npukasa ®Cb Poccmum o1 04.12.2020 N 555)

8) Bnapeneu ceptudukaTa KiaYa nposepkum I - AMLO, KOTOPOMY B
yCTaHOBNIeHHOM ®epfepasibHbIM 3aKOHOM Mopsagke BblOaH cepTUdUKaT KJto4a
nposepkn IM1;

9) akkpeguTauusa VYL - npu3sHaHue cooTBeTCcTBUA YL TpeboBaHuAM
depnepanbHOro 3aK0Ha;
(nn. 9 B pen. Npukasa ®Cb Poccum o1 04.12.2020 N 555)

10) cpenctBa YU - annapaTHble v (uan) nporpaMmmHble CpeacTBa,
Ncrnonb3yemMble Ans peanmsaumm pyHkunm YL;

11) y4YaCTHUKW 3NEKTPOHHOro B3auMMOAENCTBUA - ocyllecTBasowme obmeH
WHopMaLmen B 3I/IEKTPOHHOM (OpMe roCyAapCTBEHHbIE OpraHbl, OpraHbl
MEeCTHOro caMoynpassieHUs, opraHm3aunn, HANBUAYyaabHble NpegnpuHUMaTenn, a
TaK>Xe rpakgaaHe;

(B pea. MNMpukasza ®Cb Poccum ot 04.12.2020 N 555)

12) meTKa [OBEPEHHOr0 BpEMEHU - AOCTOBEPHasA NMHpOpMaLUUA B SNTIEKTPOHHOWN
dopMe 0 paTte M BPEMEHM MOAMNUCAHUA INIEKTPOHHOr0 AOKYMEHTa 3/IEKTPOHHOM
noANUCbIO, co3faBaemMas 1 rnpoeBepseMas AOBepeHHOW TpeTben cTopoHou, YL vnan
onepaTopoM UHGPOPMALMOHHOW CUCTEMbl U MOJyYeHHas B MOMEHT MnoAnucaHus
3/IEKTPOHHON0  AOKYMEHTa  3/IeKTPOHHOM  NognMcbid B YCTAHOBJIEHHOM
YNOJIHOMOYEHHbIM  (befepasibHbIM  OpraHoM  rnopsgke C  MCNOJIb30BaHNEM
nporpaMMHbIX M (MAK)  annapaTHbIX CPeAcTB, npoweawunx npouenypy
NOATBEPXXAEHNSA COOTBETCTBUA TpeboBaHMAM, YCTAaHOBJ/IEHHbLIM B COOTBETCTBUU C
depepalibHbIM 3aKOHOM <1>.

(nn. 12 BBeaeH lMpukasom ®Cb Poccum o1 04.12.2020 N 555)

<1> B cooTtBeTCcTBUM C YacTbio 1.1 cTaTbn 3 PenepasibHOro 3akoHa oT 27
nekabps 2019 r. N 476-®3 "O BHeceHUN naMeHeHuUn B PenepanbHbin 3aKoH "06
3/IeKTPOHHOW noanucn” m crtatblo 1 depepanbHoro 3akoHa "O 3awmTe npas
IOPUANYECKUX NNL, U MHAMBUAYANbHbLIX NpeanpuHUMaTenen nNpu oCyLeCTBAEHUN
roCcyAapCTBEHHOr0 KOHTPOAA (Hag3opa) N MyHuuunaabHoro koHTponsa" (CobpaHune
3aKoHopaTenbcTBa Poccumnckon depepaunn, 2019, N 52 (4. 1), cT. 7794; 2020, N
26, cT. 3997) TpeboBaHuMA K cnyxbe MEeTOK AOBEPEHHOr0 BPEMEHMU NMPUMEHSAKTCS C
1 anBapsa 2021 r.

(cHocka BBegfeHa lpukasom ®Cb Poccum ot 04.12.2020 N 555)

3. HacTtosiwme TpeboBaHUS YCTAHABAMBAIOT CTPYKTYPY W coAep)kaHue
TpeboBaHuMM K cpeacTeam YLI.

4. Hactoswme TpeboBaHUs npegHa3Ha4YeHbl 415 3aKa34MKoB 1 pa3paboTynkos
pa3pabaTbiBaeMbix (MogepHU3npyemblix) cpencts YL, npu mx B3aumopenctsumu
Mexagy cobon, C opraHusauusamu, MpPoOBOAAWMMN  KpunTorpadunyeckme,
VHXXEHepHO-KpunTorpagunyeckme n creymasbHble nccriengosaHmnsa cpeancts YU, ®Cb
Poccun, ocyuwiecTeasowen nogTeepXxaeHmne cooTBeTCTBUA cpeancTts YL, HacToAwmm
TpeboBaHUAM.

5. Hactoawme TpeboBaHMA pacnpoCTpaHATCA Ha cpeacTtea YL,
npenHa3Ha4YeHHble 018 UCNOb30BaHUA Ha TeppuTtopun Poccunckon depepaynn.



6. K cpeacteam YL B 4actu mx pa3paboTkn, Npom3BOACTBa, peanm3aunm um
3KCrlyaTauum npenbsaBnsaoTcsa TpeboBaHWA, 3akpensieHHble [lonoxeHnem o
paspaboTke, npou3BOACTBE, peanm3aumm n 3SKcnayaTauum wudpoBasbHbIX
(KpunTorpauyecknx) cpencTts 3awmnTbl UHGopmMaumm (MonoxeHue [MK3-2005),
yTBEpPXAeHHbIM npukasoMm ®CB Poccum ot 9 dpeBpana 2005 r. N 66 <*> (c
N3MeHeHNAMU, BHeCeHHbIMU npukaszoMm O®CBb Poccum ot 12 anpens 2010 r. N 173
<¥*>), nna wundgpoBanbHbIX (KpuNTOrpauiecknx) cpeacTs 3aWnTbl NHPOPMaALUA
(manee - CK3WM) c orpaHW4eHHbIM [OOCTYNOM, He coAepXXallen cBeneHun,
COCTaBASAIOLWMX FOCYyJapCTBEHHYIO TalHY.

<*> 3aperncTpupoBaH MuHIOCTOM Poccum 3 wmapta 2005 r.
perncTpaunoHHbin N 6382.

<**> 3apeructpupoBaH MuHioctom Poccun 25 masa 2010 r., perucTpaumnoHHbIN
N 17350.

Il. TpeboBaHusa K cpepcTeam YL,

7. CpeactBa YU OO/MKHbI NPOTMBOCTOAThL Yrpo3am, npeacTaBnsaiowmm cobon
LesieHanpasB/ieHHble OeNCTBUS C  WCNOoJIb30BaHMEeM annapaTHbiX U (naun)
NMPOrpaMMHbLIX CpeAcTB C  Uesiblo  HapylweHUAa UHXEHEPHO-TEXHUYECKON W
KpunTorpaduyeckon besonacHoCcTn cpencTts YU nnm c uenbio co3gaHusa yCrioBUN
Ons 3Toro (nanee - ataka).

8. B 3aBucmmocTn oT cnocobHoCTEN NPOTUBOCTOATbL aTakaM cpenctea YL
noapasnensarTca Ha KNaccbl <*>.

<*> Heobxoaumbln knacc paspabaTbiBaeMblx (MoOepHU3NPYEMbIX) CPencTB
YL onpepnenseTtcsa 3aka34ynkom (paspabotymkom) cpeacts YL, nyTem onpepeneHms
BO3MOXXHOCTEN OCYyLLeCcTBASATb co3gaHme crnocoboB aTak, MOArOTOBKY WU
npoBegeHne aTak Ha OCHOBe nyHKToB 9 - 14 Hactosawmx TpeboBaHunm u
YKa3blBaeTCA B TaKTUKO-TEXHUYECKOM 3afaHUN WIN TEeXHUYEeCKOM 3afaHuu Ha
npoBefeHNe OMbITHO-KOHCTPYKTOPCKON paboTbl MAM COCTaAaBHOM 4YaCTW OMbITHO-
KOHCTPYKTOPCKOM paboTbl No pa3paboTke (MogepHmnsaunn) cpencts YL, (nanee - T3
Ha pa3paboTky (MogepHuM3auunto) cpencts YL).

9. Cpepctea YL, knacca KC1 npoTMBOCTOAT aTakaMm, Npu co3gaHunm crnocobos,
MOArOoTOBKE N NPOBEAEHUN KOTOPbIX NCMOJSb3YIOTCA cneaylowme BO3MOXKHOCTU:

9.1. NogroToBka W rMpoBefdeHWe aTaK W3BHE MPOCTpaHCTBa, B npenenax
KOTOPOro OCyLWeCTBAAETCSA KOHTPOJIb 3a npebbiBaHneM 1 gencTenaMmn auy n (nnu)
TPaHCMNOPTHLIX CPeACTB (fanee - KOHTpPoMpyemMas 30Ha).

9.2. TlopgrotoBka W npoBeaeHne aTak 6e3 uncnonb3oBaHUA [OCTyna K
DYHKLMNOHANbHbIM BO3MOXXHOCTSIM nporpaMMHO-annapaTHbIX cpeacTs
B3anmogencteus c YLU.

9.3. CaMocCTOATE/IbHOE OCYyLlEeCTBEHNE co34aHNA cnocoboB aTak, NOArOTOBKMN
N NpoBeAeHnsa aTak Ha cneaytouwmne o6bLEKTHI:

- DOKYMeHTauunto Ha cpencrtea YU;

- 3allMnaemMblie 3JIEKTPOHHbIE NOKYMEHThDI,;



- KJII0YEBYI0, aYyTEHTUDULIMPYIOLLYIO 1 MAaPOJIbHYO NHGOPMALIVIO;
- cpeacTtia YL, nx nporpaMMHbI€ 1 annapaTHbIE KOMMOHEHTbI;
- laHHble, NepefaBaeMble N0 KaHaslaM CBS3U;

- MOMeLLEeHNs, B KOTOPbIX HAaXoAaTCca annapaTHble cpeactea (fanee - AC), Ha
KOTOpPbIX peann3oBaHbl cpeactsBa YL, a Takxe apyruve 3awiuvuiaeMble pecypchbl
WH(POPMaLMOHHOWN CUCTEMBI.

9.4. BHeceHuMe Ha 23Tanax pa3paboTkW, NPoOU3BOACTBA, XpPaHeHus,
TPaHCNOPTUPOBKW M BBOAA B IKCryaTauuio cpencts YL

- HEraTuUBHbLIX (PYHKLMOHANbHbIX BO3MOXXHOCTEN B cpenctea YL, B TOM ynucne ¢
ncnosbloBaHmemM BpPpeaOHOCHbIX MporpamMmm;,

- HECaHKLMOHUPOBaHHbIX U3MEeHEeHU B JOKYMeHTauunio Ha cpencrtea YL.
9.5. NonyyeHue cnepytouien NHpopmaLmu:

- 0bwmnx ceegeHnm o6 MHPOPMALIMOHHON CUCTEME, B KOTOPOW UCMONb3YIOTCA
cpenctea YL (Ha3HayeHume, cocTaB, 06bEKTbl, B KOTOPbIX pPa3MeLleHbl pPecypchbl
WHPOPMALMOHHON CUCTEMbI);

- cBegeHnn 06 uMHGopMauMOHHbIX TexHonoruax, 6a3ax agaHHbIX, AC,
nporpaMmMmHoM obecneyeHnn (panee - MN0O), ncnonb3yembix B WHGPpOPMaLMOHHON
cucTteMe COBMECTHO CO cpencrteamm YL;

- CBeAEeHUN 0 Pu3n4ecKnx Mepax 3awmntbl 06BHEKTOB, B KOTOPbIX pa3MeLLeHbI
cpenctea YL;

- cBejeHUM o0 Mepax Mo obecnevyeHUo 3aWUTbl KOHTPOJIMPYEMOW 30HbI
06BHEeKTOB NMHPMOPMALIMOHHOW CUCTEMbI, B KOTOPOM UCNOJb3YIOTCA cpeacTsa YL;

- CBeOeHUn O Mepax Mo pasrpaHMYeHnIo O0CTyrna B MOMELLEHUS, B KOTOPbIX
pa3MelleHbl cpeactea YLU,;

- copepXaHus Haxogsuwenca B CBOBGOAHOM  [OCTyne TexHUYecKown
OOKyMeHTauun Ha cpenctea YLU,;

- CBefeHun O 3awuuaeMon UWHgopMmauumu, WCNoJsib3yemMon B rnpolecce
akcnnyaTauum cpeancts YU  (Buabl 3awmwaemon  umHpopmauunm: cnyxxebHas
MHdopmMauus, rnapoJsibHas " ayTeHTUdMunpytowas MHgopmauyng,
KOH(UrypaunoHHaa WH@opMauuda, ynpasadwowas WMHPopMauusa, nHpopMauusa B
3NEKTPOHHbIX XYpPHanax perucrtpaunmn; obime ceeaeHnUs 0 COAepXaHUM KakKaoro
BMAA 3aliMLLaEeMON MHGOPMALUN; XapaKTepucTukn H6e30nacHOCTU AJ1 KaXKAoro
BMAa 3aliumwaemMon nHpopmMaumnn);

- BCEX BO3MOXXHbIX AaHHbIX, NepefaBaeMbiX B OTKPbITOM BuUae MO KaHanaMm
CBA3M, HE 3allMUIeHHbIM OT HeCaHKLUWOHWpOBaHHOro pocTyna (manee - HCHO) kK
NHMOPMaLMN OPraHN3aLMOHHO-TEXHNYECKNMN MepaMu;

- CBELAEHMM O JIMHMUAX CBA3W, NO KOTOPbLIM rMepepaeTcsa 3awuuaemas C
ncrosib3oBaHnem cpencts YL, nHgpopmaumns;

- cBegeHuin 060 BCcex MPOSBAAIOLWMNXCA B KaHaslaX CBA3WN, He 3allULEeHHbIX OT
HCO K wHpOpMauum OpraHnU3auMOHHO-TEXHUYECKUMN MepaMn, HapyLlleHnax
npaswa aKkcnayaTauum cpencTts YU,



- cBegeHuin 060 BCex MPOSABAAIOLWMNXCA B KaHaslaxX CBA3WN, He 3allULLEeHHbIX OT
HCO K vHpOopMaunm opraHM3auUMOHHO-TEXHUYECKMMN MepaMun, HENCTNPABHOCTAX U
cbosx cpencTs YL,

- cBegeHun, noJlydaemMbIX B pe3ysibTaTe aHaj/ln3a nobbIx OOCTYMNHbIX AnsA
nepexeaTta CUrHaJsIoB OT armnapaTHbIX KOMMNOHEHTOB CPeACTB yu.

9.6. ilcmonb3o0BaHuMe:

- Haxo4Awmnxca B cBOOOAHOM [OCTyne mnau 3a npeaenamm KOHTPOJSIMPyeMon
30HbI AC 1 MO, BKAOYas nporpaMMHbie 1 anmnapaTHbIe KOMMOHEHTbI cpeacTB YL;

- cneuwnanbHo pa3paboTaHHbix AC u MO.

9.7. cnonb3oBaHMe B Ka4dyecCcTBe KaHa/loB aTakK He 3awuueHHbiXx oT HCH K
MHOPMaLMM OPraHnU3aLNOHHO-TEXHUYECKMMN MepaMn KaHasioB CBA3WN (KakK BHe
KOHTPOJINPYEMON 30HbI, TaKk W B €e npegenax), Mo KOTOpbIM nepepaeTcs
nHpopmaums, obpabateiBaemas cpeactsamm YL,

10. CpenctBa YU, knacca KC2 npoTMBOCTOAT aTakaM, Npu co3gaHum cnocobos,
NOArOTOBKE U MPOBEAEHNN KOTOPbIX MCMOJIb3YIOTCA CeayoLine BO3MOXKHOCTU:

10.1. BO3MOXHOCTHK, Nepe4yunucsieHHble B nognyHKTax 9.3 - 9.7 HacToaAwmnx
TpeboBaHun.

10.2. MogroTtoBka 1 NpoBefeHMe aTak U3 KOHTPOJIMPYEMOMN 30HbI.

10.3. MNoaroToBka n NpoBefeHne aTak 6e3 ncnosnb3oBaHua gocTtyna K AC, Ha
KOTOPbIX peannsoBaHbl cpeacTaa YL.

10.4. Wcnonb3oBaHMe WTaATHbIX CpeacTtB MWHMPOPMALMOHHOM CUCTEMbI, B
KOTOPOW UCnosb3ytTca cpenctea YL,

11. CpeactBa YU knacca KC3 NnpoTUBOCTOAT aTakaM, npu co3aaHnm cnocobos,
MOAroTOBKE N NpoBeAeHUN KOTOPbIX NUCMOJIb3YIOTCA chefylowme BO3MOXKHOCTU:

11.1. Bo3MOXHOCTW, nepeydncineHHole B noanyHktax 10.1, 10.4 HacToAWMX
TpeboBaHun.

11.2. NMoaroTtoBkKa 1 NpoBefeHMe aTak n3-3a NpenesioB KOHTPOJMPYEMON 30HbI
C WNCMoJib30BaHWeM [ocTyna K (PYHKUWOHaJ/IbHbIM BO3MOXXHOCTSM MPOrpaMMHO-
annapaTHbIX CpeAcTB B3aumogencTsus ¢ YU, Ha ocHoBe neranbHoro obnapaHus
ayTeHTuduumpyooLwien mnHhpopmauven nnmbo noarotoska v nposBefeHWe aTak u3
KOHTPOJIMPYEMOWN 30Hbl C WCMNOJIb30BaHMeM pgoctyna K AC, Ha KOTopbIX
peann3oBaHbl KOMMOHEHTHI YL, ¢ npaBaMu inua, He ABJIAIOLLErocs YJeHoM rpynnbl
Pr3nYeCcKnx nmu, YMOJIHOMOYEHHbIX nPOn3BOANTb WHCTannsaumio,
KOHUrypupoBsaHme n akcrayataumnio cpencts YU, KoHpurypmposaHmne npodpuna v
napamMeTpoB >KypHana ayauTta (PyHKUUM CUCTEMHOro ajMUHUCTpaTopa),
apXuBUpOBaHWe, pe3epBHOE KOMUPOBaHWE N BOCCTaHOBJIEHWE MHOPMaLNN nocie
cboeB (pyHKUMM onepaTopa), CO34aHNE U aHHYIMPOBaHME CEPTUPUKATOB KItO4Yen
nposepkn 3l (PyHKUUM agMUHUCTPaAToOpa cepTudukauum), MpocMoTp Wu
noonepxkKy >XypHana ayauTta (pyHKUMM agmMmHUCTpaTopa ayauTta) (panee -
rpynna agMUHNCTpPaToOpoOB cpeacTs YL) HM ogHOro n3 KomMnoHeHToB YLI.

11.3. O6bnagaHue AC YL B obbeme, 3aBuCAWEM OT peaiM30BaHHbIX Mep,
HampaBJ/IEHHbIX Ha MNpeaoTBpPalleHMEe WU MpeceyeHne HeCaHKLUWOHMPOBAHHbIX
0EeNCTBUN.

12. CpeactBa YU knacca KB1 npoTUBOCTOAT aTakaM, nNpu co3gaHnm cnocobos,



noaroToBkKe n npoeegeHmMmm KOTOPbIX NCMNOJIb3YIOTCA clieaytoumne BO3SMOXHOCTNU:

12.1. BO3MOXXHOCTW, nepeymncsieHHble B noAanyHkTax 11.1 - 11.3 HacToAwmX
TpeboBaHun.

12.2. OcywecTtBneHne co3gaHusa cnocoboB ©M MNOArOTOBKM aTak C
MPUBJIEYEHMEM CMNELMNANNCTOB, UMEKLWNX oNnbiT pa3paboTkm n aHanmza CK3WN YL
(BKNOYaa cneumannucTtoB B 0b6n1acTM aHanmM3a CUrHasOB JIMHEWHOW nepefaydv u
CUrHanoB NO60OYHbLIX INEKTPOMArHUTHBLIX N3YyYeHU N HaBoaok CK3U YL).

12.3. MNMpoBeneHne nabopaTopHbIX nccnenoBaHmm cpeacTts YL, ncnonbsyembix
BHE KOHTPOJIMPYEMOW 30Hbl B 0Obeme, 3aBUCALLEM OT peasiIM30BaHHbIX Mep,
HanpasJIeHHbIX Ha nMpegoTBpalleHne Uu npecevyeHMe HeCaHKLUMNOHUPOBAHHBIX
O0EencTBun.

13. CpeactBa YU knacca KB2 npoTuBOCTOAT aTakaM, nNpu co3gaHunm cnocobos,
MnoaroToBKe 1 NMPOBeLEeHNN KOTOPbIX NCMOJb3YIOTCSA criefylowme BO3MOXXHOCTU:

13.1. BO3MOXXHOCTW, NepeyncsieHHble B noAanyHkTax 12.1 - 12.3 HacToAwmx
TpeboBaHun.

13.2. OcyuwecTBneHne co3gaHma cnocoboB WM MNOArOTOBKM aTak C
rnpuBJIEYEHMEM CrMeunanncToB B 061acTM MCNONb30BaHMA O1A peanm3aunm aTtak
HeOeKJlapMpoBaHHbIX BO3MOXXHOCTEN NpUKIagHoOro n cnctemHoro No.

13.3. MNMocTaHoBKa paboT no co3gaHuto cnocoboB M CpencTB aTak B Hay4HO-
nccnenoBaTesibCKMX LEHTpax, cneymannsmpylowmxca B obnactm paspaboTkm un
aHanmsa cpencts YLU.

13.4. ObnagaHne UCXoOHbIMU TeKkCcTaMu npuknagHoro MO, npuMeHseMoro B
MHOPMALUMNOHHOW CUCTEMe, B KOTOPOM uUCnosb3ykTca cpeactsa YU, wu
Haxoasuwencsa B cB060AHOM AOCTyNe AOKYMeHTauunen.

13.5. Pa3paboTtka wn peanusaymsa C WUCNOJb30OBaHMEM annapaTHbIX W
MPOrpaMMHbIX CPeACTB aTakK, HanpaBJiIeHHbIX Ha BbISBJIEHNE N WCMNOJIb30BaHUE
nmetomxca yassmmocten AC Y.

(nn. 13.5 BBeaeH lMpukaszom ®Cb Poccum o1 04.12.2020 N 555)

14. CpeactBa YU knacca KAL npoTUBOCTOAT aTakaM, nNpu co3aaHmnm cnocobos,
MoAroTOBKE 1 NMPOBeLeHNN KOTOPbIX NCMOb3YIOTCA Cliefylowme BO3MOXXHOCTU:

14.1. BOo3MOXXHOCTW, nepeyncsieHHble B noAanyHkTax 13.1 - 13.4 HacToAwwmX
TpeboBaHun.

14.2. OcywecTBneHne co3gaHus cnocoboB ©M MNOArOTOBKM aTak C
npuBJIeYEHMEM HAy4YHO-UCCNen0BaTENbCKNX LEHTPOB, CReuunaan3npyoLlmnxca B
obnactn paspabotkm u aHanmza CK3WN wn B o6nactm wucnonb3oBaHua [as
peanu3aumnm  aTak HedeK/NapuUpPOBaHHbLIX  BO3MOXXHOCTEN  MPUKNAOHOIO W
cuctemHoro MO.

14.3. ObnapgaHve BCel [OKyMeHTauuem Ha anmnapaTHble U NporpamMmMHbie
KOMMOHEHTHbI cpencTs YLI.

14.4. O6bnapaHne BCceMu annapaTHbIMWU KOMNOHEHTaMu cpencTs YL.

15. CpeanctBa YL [O/MKHbI  3KCMJlyaTUPOBATbCA B COOTBETCTBUM C
3KCrJlyaTauuoHHOM AOKYMeHTauuen Ha cpenctsa YLU. Komnsekc opraHm3alnoHHO-
TeXHN4Yeckux meponpmaTuin no obecnevyeHuto 6e3onacHOro QYHKLMOHUPOBAHUSA
cpeacts YU poskeH ObiTb yKa3aH B 3KCMJlyaTauMOHHOW [OKYMeHTauuum Ha



cpenctea YL.

16. Knacc cpencts 3, ncnonb3yembix B cpenactsax YU, ponxeH 6biTb He
HV>Ke COOTBETCTBYIOLWEero kKnacca cpencts YU. Knacc cpencts 3l1, ncnosib3dyembix B
cpencteax YU, posmkeH 6biITb yKasaH B 3KCMJlyaTaUMOHHOW OOKYMEHTauuu Ha
cpenctsa YLU.

Knacc CK3W, wucnonb3syembix B cpepnctBax YU, pomkeH 6blTb He Huxe
cooTBeTCTBYyOLWero knacca cpeancrts YU. Knacc CK3W, ncnosnb3syemblxX B cpencrBax
YU, pomxkeH 6bITb YKa3aH B 3KCMJlyaTaUMOHHON OOKYMEeHTauun Ha cpeacTtea YL.

17. Kaxxpoe TpeboBaHue, npepbasnsemoe Kk cpeactsam YL nwoboro knacca,
kpome KA1, nubo npepbsaBnseTca K cpeacrtsam YL cnepyiwouwero knacca 6es
n3MeHeHMn (B 3TOM cJlydae OHO B nepeyHe TpeboBaHMn K cpencrteam YL
cflegyollero kjacca He ykasbiBaeTcs), mbo yxecTodaeTcsa (B 3TOM cJsliyvae B
nepeyHe TpeboBaHunm K cpencTteam YL cnepywowero Knacca npuBoauTCA
y>XecTo4yeHHasa opmynmpoBka). TpeboBaHusa K cpeactesam YL, cnepylowero Knacca
MOryT coaep>xaTb AOMOJIHUTeNbHble TpeboBaHMA, He Bxoaswme B TpeboBaHua K
cpencrteaM YL, npenbioyliero Knacca.

18. TpeboBaHusa k MO cpencts YLU:
18.1. TpeboBaHua ana cpeancts YL, knacca KC1:

- MO <cpeaoctB YL He [O/MKHO coAdep>XaTb CpencTs, MO3BOJIAOLWMNX
MOAUMULMPOBaTb UM UCKaXaTb anropntMm paboTbl NporpaMMHbIX cpeacTts u AC

yu.
18.2. TpeboBaHua ana cpeancts YL, knacca KC2:

- npuknagHoe IO cpeacte YU wn CK3WN, wucnonbsyembix B YU, OO0/KHO
MCMNOJIb30BaTb TOJIbKO JOKYMEHTUpPOBaHHbIe PyHKLUN cucteMmHoro 0.

18.3. TpeboBaHuna gnga cpencts YL, knacca KC3:

- cuctemMHoe wn npuknagHoe MO cpepcts YU posmkHO obecneymBaTb
pa3rpaHunyeHune AocTyna CUCTEMHOrro agAMUHUCTpPaTopa cpencTs YU,
agMUHUCTpaTopa cepTudukaumm cpencts YU, n nuy, obecne4ymnBaemMbiX CUCTEMHbBIM
agMuHUCTpaTopoM cpencts YU waeHTudmympyrowen v ayTeHTUPUUMpyrowen
MHopMaUMen N He ABAAKLWMXCA agMUHUCTPATOPOM cepTudukaumm cpencts YL
(nanee - nonb3oBaTenu cpencts YU), kK wuHpopmauun, obpabaTbiBaemon
cpenctBaMmu YL, Ha OCHOBaHMM nMpaBwua pasrpaHNYeHns L[OCTyna, 3afaHHbIX
CUCTEMHbIM aIMUHNCTPATOPOM cpencTs YL;

- cuctemHoe u npuknagHoe MO cpepcts YU OOMMKHO cooTBeTCTBOBaThL 4
YPOBHIO KOHTPOJA OTCYTCTBUS HEOEKAPUPOBAHHbLIX BO3MOXHOCTEWN;

- cucTeMHoe 1 npuknagHoe MO cpencTs YL, He OO0KHO coaep»XaTb U3BECTHbIX
YyA3BMMOCTEN, Onyb6/IMKOBaHHbIX B 06LEA0CTYMHbIX NCTOYHUKAX;

- B COCTaB cUCTeMHOro u (nnu) npuknagHoro MO cpencts YU fo/KeH BXOOUTb
MexaHu3M, obecneymBaloWMA OYUCTKY OMNEPATUBHOM U BHELWHEW NaMaTw,
NCcnosb3yeMon oNna XpaHeHns nHPopMaL M orpaHUYeHHOro AocTyna.

18.4. TpeboBaHusa onsa cpencts YU knacca KBl coBnagatoT ¢ TpeboBaHMAMMK
ona cpencts YU knacca KC3.

18.5. TpeboBaHuna gna cpencts YL, knacca KB2:



- UCXOOHble TEKCTbl CUCTEMHOro u npuknagHoro MO cpencts YL, OOJSKHbI
MPONTM NPOBEPKY peann3aunm B HUX METOAO0B M CnocoboB 3alnTbl MHGOPMaL UK,
NMPOTUBOCTOALLMX aTakaM, a9 NOATOTOBKMN N NPoOBedeHUA KOTOPbIX UCMOJIb3YIOTCA
BO3MOXXHOCTW, NepeYnCsieHHble B NyHKTax 9 - 13 HacTosawmx TpeboBaHui,

- WCXOAHble TEeKCTbl CUCTEMHOro u npuknagHoro MO [O/MKHbI NPONTH
NPOBEPKY Ha OTCYTCTBME HeleKapUpoBaHHbIX BO3MOXHOCTEN;

- cucTtemMHoe n npuknagHoe MO AO0MKHO 6bITb YCTOMYMBO K KOMMbIOTEPHbLIM
aTakKaM M3 BHELWHUX ceTen.

18.6. TpeboBaHua ana cpencts YL knacca KAL:

- NCXOOHble TEeKCTbl CUCTEMHOro m npuknagHoro MO cpencts YU A0SIKHbI
nponTn opMasbHYyl0 BepudurKaLunlo peanms3aunm B HUX MeTonoB M crocobos
3aWNTbl NHPOpMaLUnKM, NMPOTUBOCTOALLMX aTakaM, OJ19 MOAFOTOBKU W npoBeneHuns
KOTOPbIX WCMNOJIb3YIOTCA BO3MOXHOCTMW, MNepeyvYuncsieHHble B NyHKTax 9 - 14
HacTosawmx TpeboBaHM, a Takxe OTCYTCTBUA B HUX HeAeKJapUpPOBaHHbIX
BO3MO>XHOCTEMW.

19. TpeboBaHua k AC YLL:

19.1. B cny4dae nnaHmpoBaHusa pa3smerwteHna AC YL B nomeleHnsx, B KOTOPbIX
NMPUCYTCTBYET pevyeBas akKyCTuyeckas M BuU3yasbHas MHGOpMauuUs, cofeprkallas
CBedeHNs, COoCTaBaALWME roCygapCTBEHHYO TanlHy, M (KUnan) YCTaAHOBJIEHLI
TexXHN4yeckme cpefcTBa U CUCTeEMbl nMpuema, nepenadu, obpaboTkm, XpaHeHUs n
oTobparkeHuns MHpopMayun, cogep>xailen cBefieHuns, cocTaBsisloume
rocyfapCTBEHHY TanlHy, TeXHU4YeCcKue cpencrBa MHOCTPAHHONO MpPou3BOACTBA,
BXxoAslwme B coctaB cpencts YU, AO/MKHbI ObiITb MOABEPrHyThbl MpPOBEpKaMm Mo
BbIAB/IEHNIO  YCTPOWCTB, MpeAHa3HAa4YeHHbIX A7  HernacHoro nosy4YeHus
MHOopMaLMK, a TakKXe NCCefoBaHMAM Ha cooTBeTcTBME TpeboBaHMAM Mo 3awmnTe
OT YTeYKM UHpOopMaLMN Mo KaHasiaM NOBOYHbIX SNEKTPOMArHUTHBIX U3JyYEeHUN U
HaBOLOK B COOTBETCTBUU C KaTeropmen BblAeSIEHHOr0 NOMeLLEeHNS.

19.2. TpeboBaHua ana cpeancts YL, knacca KC1:

- NPOBOAUTCS NMPOBEPKa COOTBETCTBUA peanunsaumnn uenesbix PyHkunn YL, Ha
ocHoBe cuctembl TectoB AC YL.

19.3. TpeboBaHusa ana cpencts YL knaccos KC2, KC3 u KB1 coBnagatoT C
TpeboBaHmamm gna cpencts YU knacca KC1.
(nn. 19.3 B pen. MNMpukasa ®Cb Poccnum o1 04.12.2020 N 555)

19.4. TpeboBaHus onsa cpencts YL knacca KB2:

- B cpeacTtBax YL posxeH 6biITb peanm3oBaH MeXaHU3M KOHTPOAA BXOAALLMX
NH(POPMALMOHHbLIX MOTOKOB B LesIsIX BbIABNEHUA HaIN4YUA OaHHbIX, aKTUBNPYIOLLNX
HeleK/lapMpoBaHHbIE BO3MOXXHOCTU AC;

- B coCTaBe cpencTsB YU onsa BbINOJIHEHUA (PYHKUUN ynpaBieHusa Kiawdamu Il
OOJIKHbI MCNoNb30oBaTbCsA oTAesbHble CK3UW Ha 6a3e BblAesieHHbIX annapaTHbIX
nnatgopm. NaHHble CK3W He O0JIXKHbl 3KCMIyaTUPOBATbLCSA COBMECTHO C OPYrum
nporpaMMHbIM obecnevyeHueM, He Bxoasawumm B cocTtaB CK3W, B ogHom cpegne
PYHKLMNOHMPOBAHUA.

(nn. 19.4 B pea. lNpukasa ®Cb Poccum o1 04.12.2020 N 555)

19.5. TpeboBaHusa ana cpencts YL knacca KAL:



- NpoBefeHne cneunasibHON MPOBEPKU TEXHUYECKUX CpencTB MHOCTPaHHOrro
npoussoAcTBa, Bxoaswmx B coctaB AC VYL, B uensix BbIIBJIEHUA YCTPOWUCTB,
npeaHasHa4vYeHHbIX 019 HersiacHoro noJsiydeHnsa nHgpopmauunm;

- NpoBefleHMe WUCCNefOoBaHUs Hannyms HedeknapUpPoOBaHHbIX BO3MOXXHOCTEWN
AC, BHECeHHbIX Ha 23Tane pa3paboTKM U  WN3rOTOBJIEHUS  3JIEKTPOHHOWN
KOMMOHEHTHON 6a3bl, a TakXe Ha 3Tanax pa3paboTKM u Npoun3BOoACTBa CPeacTB
BblYNCANTESIbHON TEXHMKN Ha €e OCHOBE;

- nposedeHwe nosHom Bepudpumkaumm AC (COBMECTHO C aHaaM3oM
nporpaMmmMmHoro koga BIOS), Ha KoTOpbIX peanusylTca cpeactesa YU, ¢ uenbto
NCKJIIOYEHUSA HeQeKNapupOBaHHbIX BO3MOXXHOCTEN.

(nn. 19.5 BBeneH lNpukasom ®Cb Poccum o1 04.12.2020 N 555)

20. TpeboBaHMA K pONIEBOMY pa3rpaHNYEHMIO:

20.1. Onsa obecneyvyeHus BbinonHeHUs QyHKumn YL cpenctea YL, AO/IKHbI
nogoepXxXmesaTb poJieBOE pasrpaHNyYeHue YieHoB rpynnbl aAMUHUCTPATOPOB
cpencts YL.

20.2. TpeboBaHusa gnsa cpencts YL knacca KC1:

- OOJ/DKHbI ObITb OonpefesieHbl CMUCOK posiern N pacnpeneneHne obssaHHoCcTeNn
MeXAy POSIsiMU;

- CMUCOK poJiel U pacnpefenieHne 06A3aHHOCTEN MexXAy POoNsAMU LOJIKHbI
6bITb YKa3aHbl B 3KCMJlyaTauMOHHOMN AOKYMEeHTauum Ha cpeactaa YL.

20.3. TpeboBaHuna pna cpencts YL, knacca KC2 cosnagatoT ¢ TpeboBaHnsaMun
ons cpencts YL, knacca KC1.

20.4. TpeboBaHusa ansa cpeacts YL knacca KC3:
- cpeacTBa YL, 0o/mKHBI nogaoep>xmBaTb creaylolme obs3aTenbHble posn:

1) cncTeMHoOro agMMHMUCTPaTopPa C OCHOBHbIMU 06513aHHOCTSIMU UHCTANNSLWUN,
KOH(Urypaumum un noanepXXkKm ¢yHKUMOHUpOBaHUA cpeacts YL, co3paHus u
noadepXKn npodunenn 4YieHoB Trpynnbl  aAMUHUCTPaTopoB cpeacts YL,
KOHUrypaummn npouna n napameTpoB XXypHasia ayanTa;

2) aOMUHUCTpaTopa cepTuduKaumm ¢ OCHOBHbIMU 06A3aHHOCTSAMMK: COo34aHue
N aHHYNMPOBaHME cepTUGUKATOB KJtoyeln nposepku IM;

- B cpeactBax YL posmkeH ObiTb peanM3oBaH MeXaHWU3M, WCKJOYaloLWwmin
BO3MO>XHOCTb aBTOpM3aLUM OAHOr0 YaeHa M3 rpynnbl adMUHUCTPATOPOB CPEeAcCTB
YL ANnsi BINONHEHUS Pa3/INYHbIX POSen;

- AOJKHA ObiTb UCKJ/IIOYEHA BO3MOXXHOCTb XULLEHUS KJIIOYEBOW WMHGOpMaLnn
YNEHOM rpynnbl a4MUHUCTPATOPOB;
(ab3ay BeBeneH lMpukasom ®CB Poccmum o1 04.12.2020 N 555)

- KonmpoBaHue knaw4yeBon nHgopmaunn CK3U ponxHO 6bITb peann3oBaHO B
3alWNLLEHHOM (3aWLNPPOBAHHOM) BUAE.
(ab3ay BBeneH lMpukasom ®CB Poccmm o1 04.12.2020 N 555)

20.5. TpebosaHusa onsa cpencts YU knacca KB1:

- cpeactBa YU ponxkHbl obecnedmBaTb Hanuyme ob6s3aTenbHON poau
orepaTtopa C OCHOBHbIMW 0053aHHOCTSIMM MO pPE3epPBHOMY KOMUPOBAHUID WU



BOCCTaHOBJ1IEHUIO.

20.6. TpeboaHuga pna cpencte YL knacca KB2 coBnagatoT ¢ TpeboBaHmAMNK
ona cpencts YU knacca KB1.

20.7. TpeboBaHua ansa cpeacts YL knacca KAL:

- cpeactBa YL poskHbl obecrneymBaTb Hanmume obsisaTesNlbHOW  posn
aAMUHNCTpPaATOpa ayauTa C OCHOBHbIMW 00513aHHOCTSIMU: MPOCMOTP U MNOALEpPKKa
)XYpHana ayanTa;

- CUCTEMHbIA AOMUHUCTPATOP HE [O/DKEH MMETb BO3MOXXHOCTM BHOCUTb
N3MEHEHUs B XXypHaJs ayauTa.

21. TpeboBaHMSA K LLeIOCTHOCTKN cpencTs YL:

21.1. Cpencrtsa YU  DOJIKHbI coaepxaTb MexaHWu3M KOHTpONA
HECAHKLMOHNPOBAHHOIO CJAy4YaHOro wu (uMau) npefHaMepeHHOro WCKaxeHus
(n3meHeHunsa, moaudukaynun) u (Mnu) paspyweHuns MHgopMaummn, NporpamMMHbIX
cpencts u AC YU (oanee - MexaHU3M KOHTPOJISA LLeSIOCTHOCTHN).

21.2. TpeboBaHua onsa cpeacts YL knacca KC1:

- TpeboBaHMA K MEeXaHU3MY KOHTPOJIA LENOCTHOCTU AO0JKHbI BbITh YKa3aHbl B
T3 Ha pa3paboTky (MogepHmM3auuno) cpencts YL,

- Do/keH 6bITb onpeneneH Nepuop KOHTPOJS LESOCTHOCTUM MNPOrpaMMHbIX
cpencts u AC YL n yka3zaH B 3KCnyaTaLMOHHON OOKYMEHTauun Ha cpeactea YL;

- KOHTPOJIb LENOCTHOCTU MNporpaMmMHbIX cpencts YL, [osiKeH BbIMOJIHATBLCA
npu KaXXAoM cTapTe QYHKLUWOHMPOBAHUA YKa3aHHbIX CpPeacTB, a KOHTPOJIb
uenoctHocTn AC YL, - npu Kax4on rnepesarpys3ke onepaumMoHHON cUCTeMbl (fanee -
0C);

(B pea. MNpukasza ®Cb Poccum ot 04.12.2020 N 555)
- AOJDKHbI UMEeTbCHA CpeACcTBa BOCCTAaHOBJIEHNS LLeNIOCTHOCTU cpencTs YL;

- BEPOSATHOCTb OWMUOKM KOHTPOJSSA LENOCTHOCTUM He [0JIKHa npeBbilaTh
AHaNIOrMYHOW BEPOATHOCTU ANd ucnosib3yemMbix CK3U.
(ab3ay BBeneH lMpukasom ®CB Poccmm o1 04.12.2020 N 555)

21.3. TpeboaHusa gnsa cpencts YU knacca KC2 cosnapatoT ¢ TpeboBaHuaAMM
ons cpencts YL, knacca KC1.

21.4. TpeboBaHusa onqa cpencts YL, knacca KC3:

- KOHTPOJ1b LEeJIOCTHOCTU AOJIKEH BbINOJIHATLCS HE pexxe 1 pa3a B CyTKMW.
21.5. TpeboBaHus ans cpeacts YL knacca KB1:

- KOHTPOJ1b LLeJIOCTHOCTU AO0JIXKEH BbIMOJIHATLCA A0 3arpy3km OC cpencts YU,
21.6. TpeboBaHusa onsa cpencts YU knacca KB2:

- KOHTPOJIb LEeNOCTHOCTU [AOJIKEeH OCYLeCTBAATbCA AUHAMUYEeCKU npu
dyHKLMOHNpPOBaHUKM cpencTs YLL.
(nn. 21.6 B pen. MNMpuka3sa ®Cb Poccnm o1 04.12.2020 N 555)

21.7. TpeboBaHusa gna cpencts YL knacca KA1l cosnagatoT ¢ TpeboBaHMAMNK



ona cpencts YU knacca KB2.
(nn. 21.7 B pep. MNMpukasa ®Cb Poccnm ot 04.12.2020 N 555)

22. TpeboBaHUSA K yrpaBAeHUNIO AOCTYMNOM:
22.1. CpeactBa YU nonxHbl obecnevymBaTb yrpaBaeHne 4OCTYMNOM.
22.2. TpeboBaHusa ansa cpeacts YU knacca KC1:

- OJKHbI 6bITb onpeaeneHbl TpeboBaHMSA K yNpaB/iieHNo 4OCTYMNOM M YKa3aHbl
B T3 Ha pa3paboTKy (MogepHu3saumio) cpeacTs YL.

22.3. TpeboBaHuna gna cpeacts YL, knacca KC2 cosnagatoT ¢ TpeboBaHnsaMun
ona cpencts YU knacca KC1.

22.4. TpeboBaHus ansa cpeacts YL knacca KC3:
- B YL ponxeH obecrnedymBaTbCa AUCKPELMOHHbBIN MPUHLMN KOHTPOASA A0CTYynMa.

22.5. TpebosaHusa gna cpencts YL knacca KB1 coeBnagatoT ¢ TpeboBaHMAMN
aons cpencts YL, knacca KC3.

22.6. TpeboBaHua ansa cpeacts YL knacca KB2:

- Do/mKHO 6biITb obecnevyeHo co3paHWe 3aMKHyTom paboyen cpeabl <*>
cpencts YU.

<*> [lporpaMMHas cpefa, KOTopas AOMNYyCKaeT CyLwleCTBOBaHWE B HEM TOJIbKO
hunKcnpoBaHHOro Habopa cybbLekToB (MporpaMmm, NPoOLECCOB).

22.7. TpeboBaHusa onsa cpencts YL, knacca KAL:
- B YL pnosmxeH obecne4ymBaTbCs MaHAATHBIN NPUHLUN KOHTPOA AOCTYNa;

- ons BBoAa katoYa IOl agMMHUCTpaTopa cepTudukaunm TpebyeTcsa He MeHee
OBYX LOBEPEHHbIX JINL, <*>,

<*> Jlnya, ABNSAOWMECH YneHaMU rpynnbl aaMUHUCTPATOPOB cpencTs YL w
3aBeAO0MO He SIBASOWMECS HapYLNTENSIMN.

23. TpeboBaHMA K noeHTUGUKaLNM 1 ayTeHTUPUKaLNN:

23.1. WpeHTudunkaumsa n ayteHTudukauma BkaoYaoT B cebs pacno3HaBaHue
rnosib3oBaTtena cpeacrts YU, 4neHa rpynnbl aAMUHUCTPaATOPOB cpeacts YU wan
rnpouecca M NPOBEpPKY WX MOAJIMHHOCTU. MexaHun3M ayTeHTUMPUKaunUm OOJIKEH
6nokmpoBaTb [OCTYyn 3Tux cybbekToB K ¢yHKumam YL, npu oTpuuaTenbHOM
pe3ysibTaTe ayTeHTUUKauuu.

23.2. B cpeacrBax YU gna  mobonm  peanusoBaHHOM  npouenypsbl
ayTeHTUMKaLmMn o/HKeH 6bblTb MPUMEHEH MexXaHWU3M OrpaHu4YeHuUs Konu4vecTBa
cfefyoWwmMx nogpsa nonbITOK ayTeHTUdMKauMm ogHoro cybbekta AocTyna, 4mMcio
KOTOPbIX He AOO0J/HKHO ObiTb Oosblie Tpex. pu npesBbllLeHUM 4Yucnia chenyoumx
noapag NOMNbITOK ayTeHTUMKaLMM oAHOro cybbekTa AOCTyna YCTaHOBJIEHHOIO
npenenbHOro 3Ha4YeHusa AOCTyn 3Toro cybbekTa goctyna K cpeacrtsam YL, gomxeH
OblITb 3ab0N0KMpPOBaH Ha MNPOMEXYTOK BpPeMeHU, KOTOpbIM YyKa3bliBaeTcA B T3 Ha



pa3paboTKky (MoaepHusauuio) cpeacts YL.
23.3. TpeboBaHua gnsa cpencts YL knacca KC1:

- ONMMcaHue npouenypsbl perncTpaunm nosb3oBaTtenen cpencts YL, (BHeceHus
OaHHbIX B peecTp noJsib3oBaTenen cpencts VYL) [oOMKHO copepxaTbCsad B
3KCNAyaTauMoOHHOW OOKYMEeHTauum Ha cpeactsea YL,

- 0N BCeX JiNL, OCYLLeCTBAAKWMX [OCTyn K cpeactsam YL, [o/KHa
npoBOAUTBLCA  ayTeHTudukaumsa. Tpu  3TOM  [OOMNYCKAeTCa  OrpaHUynTbCA
NCMONIb30BaHMEM [ANA  ayTeHTUUKALUN TONbKO CUMBOJIBHOIO MEPUOAMYECKM
N3MEHSAIOLLEerocs Naposis U3 He MeHee 4eM 8 CMMBOJIOB MPX MOLLHOCTUK andaBuTa
He MeHee 36 cMMBOJI0B. lNepnon N3MEHeHUs Napons He JoshkeH 6biTb 6onblue 6
MecsLueB.

23.4. TpeboBaHusa ansa cpeacts YL knacca KC2:

- HeobXxoAMMOCTb npeabsABAeHUs nMosb3oBaTenem cpeacts YL npu ero
perucTpauumn JOKYMEHTOB, YAOCTOBEPSIOLINX JIMYHOCTb, AO/KHA ObITh OTpa)keHa B
3KCMyaTaUMOHHOM AOKYMeHTauun Ha cpeacTea YL,

- ONns BCex TnoJib3oBaTenien cpeactB YL, ponyckaeTcss MCNoJsib30BaHUe
MEXaHWU3MOB yAasleHHOW ayTeHTudgukaumn. CneumranbHble XapaKTEPUCTUKU
MEXaHWU3MOB YJaJIeHHON ayTeHTUPUKALUN [O0/KHbl OblTb MNOATBEP)XAOEHbLI B
paMKax MpoBedeHWUsl NpoBepKM cooTBeTcTBUA cpeacte YL un  obbekToB
NHMOPMaTM3aLUNN, NCMONb3YIOLWMX AaHHble CPeaCcTBa, HacTosAWMM TpeboBaHUAM;

- MNP OCYLWECTBAEHUN JIOKANbLHOIO AOCTyNa K cpeacTtsam YL ayTeHTudmkaumns
YNEHOB rpynMnbl aAMUHNCTPATOPOB CpencTB YL, nonrkHa BbIMONHATLCA A0 Nepexona
B paboyee cocTtosiHme 3Tux cpencTtB YL (Hanpumep, Ao 3arpy3km 6a3zosonm OC) u ¢
NPUMEHEHNEM MeXaHM3Ma MHOroakKTOPHOM ayTeHTUdUKaLNUK, MCMOb3YyHOLWEro
annapaTHble NOEHTURUKATOPSI.

(B pen. MNMpukasa ®CB Poccun o1 04.12.2020 N 555)

23.5. TpebosaHusa onsa cpencts YL knacca KC3:

- B cpencteax YU pomkeH 6biTb peasn3oBaH MeXaHW3M ayTeHTuduKaumu
JIOKaJIbHbIX MOJib30BaTesien, UMeLWmnx oCTyn K cpeacTtesam YU, Ho He Bxogsawmx B
COCTaB rpynmnbl agMUHNCTPaToOpPoB cpencTs YL.

23.6. TpeboBaHusa onsa cpencts YU knacca KB1:

- NPV OCyLLEeCTBJIEHMN yAaneHHOro JocTyna K cpeactsam YL ncnonb3oBaHue
TONbKO CWUMBOJIBHOIFO Mapoas He [OMNyCKaeTcs, [AOJ/KHbl  WCMOJb30BaTbCsA
MeXaHM3Mbl ayTEHTUUKALNM Ha OCHOBE KpMMNTOrpamnieckmx NnpoTOKOJI0B.

23.7. TpeboBaHuna pna cpeancts YU, knacca KB2 cosnapgatT ¢ TpeboBaHnAMU
ona cpencts YU knacca KB1.

23.8. TpeboBaHua ansa cpeacts YL knacca KAL:

- B cpeacTtBax YU ansa nwoboro peannsoBaHHOro MexaHm3ma ayTeHTUuunKaumm
OO/HKHa ObiTb peasn3oBaHa BO3MOXXHOCTb YCTAaHOBKM MpefesibHO [OoMyCTUMOro
KoJM4yecTBa chepywwmx noapsn nonbiTOK ayTeHTudukauum ogHoro cybbekTa
OOCTyma N yCTaHOBKN BpeMeHn BNOKMPOBKK O0CTymna K cpenctsamM YL, Ha mecTax
MX 3KCrlyaTauum.

24. TpeboBaHMA K 3almMTe LaHHbIX, NOCTYyMawoLWmxX (3KCNopTUpyeMbIX) B (13)

YLU:



24.1. Cpeanctea YU OoOJ/KHbI obecneymBaTb  [OOBEPEHHbLIN BBO[,
caMononucaHHoro ceptudunkaTa Ko4da rnposepku 3.

24.2. TpeboBaHua ansa cpeacts YL knacca KC1:

- cpeactBa YU posxHbl obecrnedymBaTb nepefavy LAaHHbIX, COAEp Kalynx
MHOopMaLMIO OrpaHNYEeHHOro A0CTyna, nocTynawmx B YL, 1 akcnopTupyembix U3
YU, cnocobom, 3awmweHHsIiM oT HCJ;

- B CpeactBax YL poskHa 6biTb peannsoBaHa Tnpouenypa 3allNTbl OT
HaBA3bIBaHMSA NIOXXHbIX COOBLEHNN <*>;

<*> HaBs3blBaHMe JI0XKHOro coobuweHnsa npeactaBnsetr cobom pencrseue,
BOCMPMHUMAEMOE YYaCTHUKAMUN 3JIEKTPOHHON0 B3aMMOAENCTBUA UK CpencTBamMum
YLl Kak nepepadya UCTUHHOro coobuieHns cnocobom, 3awmuieHHsIM oT HCA.

- TpeboBaHMA K npouenype 3aWwnUTbl OT HaBA3bIBAHUA JIOXKHbIX COOOLLEHUI
yKa3bliBaloTCA B T3 Ha pa3paboTky (MoaoepHmlaumnto) cpencts YL.

24.3. TpeboBaHus ansa cpeacts YL knacca KC2:

- cpeacTBa YU, gonxHbl obecnevymBaTh 3alLMTy NEepBOHAYasIbHOrO 3anpoca Ha
cepTudUKaT KaoYa nposepkun 3l1;

- cpencTtea YU OOMIKHBLI MPUHUMATb KPUTUYHYKO A8 PYHKUMOHMpPOBaHUA YL
MHopMaLno, TONIbKO eCc/in OHa nognucaHa 3I1;

- B cpenctBax YL, pomkeH 6biTb peanm3oBaH MexXaHWU3M 3allUTbl OT
HaBA3bIBAHUSA JIOXKHbIX COOOLIEeHUA Ha OCHOBE WCMoJsib30BaHMA cpeacTts 3,
Noaly4YMBLUMX NOATBEPXKAEHNE COOTBETCTBMA TpeboBaHMAM K cpeacTtsaM 3, knacc
KOTOPbIX COOTBETCTBYET KJlacCy cpeacTs YL;

(ab3ay BeBepneH lMpukasom ®Cb Poccmm o1 04.12.2020 N 555)

- B cpeacteax YL posxeH 6bITb peasnn3oBaH MeXaHU3M 3allMTbl AAHHbIX MpU
nepepadye ux mexny @uU3nyYeckn pasfeneHHbIMU KOMMOHEHTaMu Ha OCHOoBe
ncnonb3oBaHua CK3U, Knacc KOTOpbIX HE HMXKe KJlacca cpencTs YL.

(ab3ay BeBeneH lMpukasom ®CB Poccmm o1 04.12.2020 N 555)

24.4. TpeboBaHusa ona cpencts YU knaccos KC3, KB1, KB2 n KA1 coBnagatoT C
TpeboBaHmaMn ana cpencts YU knacca KC2.
(nn. 24.4 B pep. MNMpukasa ®Cb Poccnm o1 04.12.2020 N 555)

24.5 - 24.6. YTpaTtunan cuny. - Npukas ®Cb Poccunm ot 04.12.2020 N 555.
25. TpeboBaHUA K permctpaynm cobbiTuin:

25.1. bazoBaa OC cpeacts YU posmkHa nogaep)xXmeaTb BedeHUEe XXypHana
ayanTa CUCTEMHbIX COBbITUI.

25.2. TpeboBaHusa onsa cpeacts YL knacca KC1:

- B cpeacteax YL, ponxeH ObiTb peanM3oBaH MexaHWU3M, MPOU3BOOALLUN
BbIOOPOYHYIO peructpaunio cobblTUin B  >XypHasne ayauTa, CBfA3aHHbIX C
BblNoJIHeHWEM YL, cBonx pyHKUWNI;

- CMUCOK  PEerucTpupyembix  COObITUA  OOJ/KEH  COAep)XXaTbCs B
3KCMyaTaUMOHHOM AOKYMEeHTauun Ha cpeacTea YL,



- CMUCOK PEerncTpupyemMbix COObITUA OO/MKEH BKJ/YaTb (akKTbl (MOMNbITKN)
N3MEeHeHUA CUCTEMHOro BpeMeHun cpencTs YL.
(ab3ay BeBeneH lMpukasom ®CB Poccmm o1 04.12.2020 N 555)

25.3. TpeboBaHua gna cpeacts YL, knacca KC2 cosnagatoT ¢ TpeboBaHnsmun
ona cpencts YU knacca KC1.

25.4. TpebosaHusa onsa cpencts YL, knacca KC3:

- [O/DKHbl ObITb MNPUHATLI Mepbl O0BHapy>XeHUs HeCaHKLMOHMPOBAHHbIX
N3MEHEeHWNN XXypHana ayanTa.
(B pen. MNpukasa ®CB Poccun o1 04.12.2020 N 555)

25.5. TpeboBaHuna pna cpeancts YU, knacca KB1 cosnapgatT ¢ TpeboBaHMAMU
aons cpencts YL, knacca KC3.

25.6. TpeboBaHua ansa cpeacts YL knacca KB2:

- [JO/DKHbl OblTb MPUHATBHI Mepbl OBHapyXeHWs HeCaHKLMOHMPOBAHHbIX
N3MEHEeHUN Ka>KJ0n 3arnncu B XXypHaJse ayauTa.

25.7. TpeboBaHua ansa cpeancts YL, knacca KAL:

- XKypHan ayauTa AoJiKeH 6blTb AOCTYMNeH TOJIbKO aAMUHUCTPATOPy ayauTa,
KOTOPbIA MOXET OCYLLECTBAATb TOJIbKO €ro MpPoCMOTpP, KOMMPOBAHWE M MOJIHYIO
O4YUCTKY. [locne O4YUCTKM TMepBOM 3anuUCbld B >KypHane ayauTa [OJDKEH
aBTOMaTUYECKN PErncTpuUpoBaThbCs PaKT OYUCTKU C yKa3aHWeM AaTbl, BPEMEHU U
NHopMaL MM 0 nLe, MPON3BOAUBLLEM OMNepaLuio.

26. TpeboBaHMA NO HaAOEXHOCTU W YCTOMYMBOCTU (PYHKLMOHMPOBAHUSA
cpencts YL

26.1. [OosxHbl 6biITb onpefeneHol TpeboBaHWA MO  HaAEXHOCTU WU
YCTONYMBOCTM (PYHKLMOHMUPOBaHUA cpeacTtB YL v ykasaHbl B T3 Ha pa3paboTky
(MogoepHu3auuo) cpencts YLU.

26.2. TpeboBaHua ansa cpeacts YL knacca KC1:

- MNpPOBOOUTCHA pacyeT BepoAaTHOCTM cboeB n HeucnpaBHocTen AC YL,
NPMBOAALWMNX K HEBbLIMOAHEHMIO YL CBOUX PYHKLMNN.

26.3. TpeboBaHua gnsa cpencts YL knacca KC2:

- OOJDKHO OCYLLEeCTBNATbLCA TeCTUpOBaHMUE YCTONYMBOCTU (PYHKLMOHUPOBAHUS
cpencts YL.

26.4. TpeboBaHusa ansa cpeacts YU knacca KC3:

- [OO/OKHbl OblITb onpepeneHbl TpeboBaHUS MO BPEMEHU BOCCTaAHOBJIEHUSA
cpencTB YL nocne c60s n ykasaHbl B T3 Ha pa3paboTKy (MoaepHU3aLmMi0) CpencTs

YL,

- Mepbl W CpeacTBa  NOBbIWEHUSA  HAOEXHOCTU U YCTOMYMBOCTWU
PYHKUMOHMPOBaHUA cpencTts YL, [O/IKHbI cooep>XaTb MexaHU3Mbl KBOTUPOBAHUSA
pecypcos cpencTs YL,

26.5. TpeboBaHus ansa cpeacts YL, knacca KB1:

- BeposATHOCTb cboeB un HeucnpaBHocTten AC VYU, npuBogsawmx K



HeBbIMONHEHMIO YL, cBOMX (PYHKUWW, B TeYEHMEe CYyTOK He [O0JIXKHa MnpeBbllaTb
aHaJIOrM4YHOM BEPOSATHOCTU ANs Ucnosnb3yemMbix CK3N.

26.6. TpebosaHua pna cpeactB YL knaccoB KB2 u KA1l coBnagatT C
TpeboBaHmamu gna cpencts YL knacca KBL1.

27. TpeboBaHUA K KIHOHEBON NHOPMaLNNA:

27.1. TlopafoK co38aHUA, WCMOJIb30BaHUA, XPaHEHUA U  YHUYTOXXEeHUA
KJ04EeBOM UMHGOPMaLMK  onpefenseTca B COOTBETCTBUM C  TpeboBaHMAMMK
3KCNyaTauMoOHHOW OOKYyMeHTauumn Ha cpeactsa 3l u nHole CK3U, ncnonbsyemble
cpencrtesamu YL.

27.2. Cpok peuncrtema knw4da 3l cpencrtsa I, ncnonbiyemoro cpencrsamu
YL, nomkeH CoOoTBETCTBOBATb TpeboBaHMAM, YCTAaHOBJIEHHbLIM K cpeacTBam Jl1.

27.3. TpeboBaHusa ansa cpeacts YU knacca KC1:

- He [OonycKaeTcs KonupoBaHuWe WHAOPMauuUn KJK4YEBbIX [OOKYMEHTOB
(kpunTOrpanyeckux Ksw4yen, B TOM 4ucsie kiaw4den 3M) Ha HocuTenu (Hanpumep,
XKECTKUM  ANCK), He  dABngMnecs  KAK4YeBbIMW  HocuTensmu, 6Oe3 ee
npenBapuTenbHOro WngpoBaHnsa (KOTopoe A0JIKHO OCYLLEeCTBAATLCA BCTPOEHHOMN
dyHkumMen ncnonblyemoro CK3U). KonnpoBaHme KJOYEBbIX LOKYMEHTOB [AOJIXKHO
OCYLLECTBJIATLCA TOJIbKO B COOTBETCTBUN C SKCMJIyaTaLlMOHHON LOKYMeHTaunen Ha
ncronbsyemoe CK3U;

- kmo4m 3M, ncnonb3lyemble ANS NMOANUCA CEPTUPUKATOB KJIHOHEN MPOBEPKU
SN ” CNUCKOB YHMKAaJIbHbIX HOMEPOB CepTU(pUKaToB ki4Yen nposepku 3l
OeNCcTBMe KOTOpPbIX Ha ornpefesieHHblIn MOMeHT Ob1o npekpaweHo YU po
NCTeYeHUs CpoKa UX AeNCTBUA (Jasiee - CNUCOK aHHYJINPOBAHHbLIX CEPTUPUKATOB),
a TakXXe ka4 M, ucnosb3yemble A58 NOANUCKA METOK LOBEPEHHOr0 BPEMEHMU He
OO0JIXKHbI UCMOJIb30BaTbCA HU AJ11 KAKUX UHbIX Lesen;
(B pen. MNMpukasa ®CB Poccun o1 04.12.2020 N 555)

- CPOKM [EeNCTBUA BCEX KJIIOYEeN LO/DKHbI OblTb YKa3aHbl B 3KCMJlyaTalNOHHOMN
ODOKyMeHTauun Ha cpeactsa YLU.

27.4. TpebosaHua pna cpeacts YL knaccoe KC2 m KC3 coBnagatT C
TpeboBaHmaMn ana cpencts YU knacca KC1.

27.5. TpeboBaHusa onsa cpencts YU knacca KB1:

- DOJDKHbI ObITb MPUHATHI OpraHmM3aunoHHO-TEXHUNYECKNe Mepbl,
NCKJ/IloYatloWwme BO3MOXHOCTbL KOMMpomeTauum kawoda 3Il1, ucnonblyemoro nns
noanncn cepTupuUKaToB KiwYen nposepkn 3l M CMUCKOB aHHYJINPOBAHHbIX
cepTunKaToB, NP KOMMNpoMeTaunm Ka4eBon Hpopmaumm, OCTYNMHON OLHOMY
nnugy.

27.6. TpeboBaHus ans cpeacts YL knacca KB2:

- kmo4m 3M, ncnonb3lyemble ANS MOANUCA CEPTUPUKATOB KJIHOHEN MPOBEPKU
31, CNNUCKOB aHHYJ/IMPOBAHHbLIX CEPTUMPUKATOB U METOK [OBEPEHHOro BpeMeHw,
OOJIKHbl FTeHepupoBaTbCA, XPaHUTLCHA, WCMNOJIb30BaTbCA W YHUYTOXATbCA B
cpenctse 3l1;
(B pen. MNpukasa ®Cb Poccun o1 04.12.2020 N 555)

- OOJIXKHbI ObITb MPUHATHLI OopraHM3aunMoHHO-TEXHNYECKUNE Mepbl,
NCKJIl04Hauwmnme BO3MOXHOCTb KOMMpoMeTauunnn Kitko4a a, ncnonb3lyemMoro pnn4d



nognucu cepTtudmnkKaToB Kaw4Yen nposepkn 31 M CANCKOB aHHYJIMPOBAHHbIX
cepTUMKaToB, NpPM KOMMNpoOMeTauunm Ka4eBON WMHGOPMauuK, AOCTYNHOW LBYM
avuam.

27.7. TpeboBaHus ansa cpeacts YL knacca KAL:

- OO/DKHbl  OblTb  MPUHSATbI  OPraHM3aUMOHHO-TEXHUYECKNE  Mepbl,
NCKJI0YaoLWmMe BO3MOXXHOCTb KOMMpoMeTauun kiatoda I, Mcrnonb3yemoro nAns
noonucn ceptuduUKaToB KoYen npoBepkn Il N CAUCKOB aHHYJIMPOBAHHbIX
CepTUPUKATOB, MNPU KOMMPOMETALUN KIHOYEBON WHGPOPMaLMKN, OOCTYMHON Tpem
NNL@M.

28. TpeboBaHMA K pe3epBHOMY KOMMWPOBAHMIO WU  BOCCTAHOBJ/IEHMIO
paboTocnocobHocTn cpencTs YL

28.1. CpeactBa VYL OoO/WKHbI peannm3oBbiBaTb  (QYHKUMKM  pe3epBHOro
KOMMUPOBAHUS U BOCCTAHOBJIEHNA Ha cnyvanm nospexaeHna AC wun  (nnan)
nHgopmaumn, obpabaTteiBaemon cpeactesamum YL. B xone pesepBHOro KonmpoBaHus
DO/MKHA OblTb WCKAOYEeHa BO3MOXHOCTb KOMWPOBaHUA KpUNTOrpaduieckmnx
KJI04en.

28.2. TpeboBaHua ansa cpeacts YL knacca KC1:

- [aHHble, COXPaHEHHbIe TMpPU PE3EPBHOM KOMUPOBAHUK, OO0/KHbI 6bITb
0OCTaTO4YHbl AJ19 BOCCTAaHOBNEHUA PYHKUMNOHUPOBaHNA cpencTB YL B cocTosiHue,
3a)MKCMpPOBaHHOE HA MOMEHT KOMUPOBaHUS.

28.3. TpebosaHus pna cpencts YU knaccos KC2 wm KC3 cosBnajalT C
TpeboBaHmamm gna cpencts YU knacca KC1.

28.4. TpeboBaHus ans cpeacts YL knacca KB1:

- 0O/MKHblI 6bITb MPUHATBLI Mepbl 06Hapy>KeH|/|s:| HECaHKUMNOHNPOBaAHHbIX
N3MEeHeHNNn COXpPaHEHHbIX OaHHbIX;

- DOJDKHbI 6bITb onpepeneHbl TpeboBaHMA MO BpeMeHW BOCCTAHOBJIEHUA U
yKa3aHbl B T3 Ha pa3paboTky (MoaepHu3aumo) cpencts YL v B aKcnnyaTauWOHHOWN
DOKyMeHTauun Ha cpeactsa YLU.

28.5. TpeboBaHua ansa cpeacts YL, knacca KB2:

- COXpaHsieMasl Mpu pe3epBHOM KOMMPOBAHUM 3allMLIAEMAn MHGopMaLusa
[OJ/KHA COXPaHATLCSA TOJIbKO B 3alUM{POBAHHOM BUAE.

28.6. TpebosaHuga pna cpencts YL knacca KA1l cosnagatoT ¢ TpeboBaHMAMNK
ons cpencts YU, knacca KB2.

29. TpeboBaHMA K CO34AHUID WU AHHYJIMPOBAHWUIO CEPTUDUKATOB KJIOYEN
nposepku 3rT:

29.1. TpoTOKONbl CO34aHUA W aHHYJIMPOBaHUSA CePTUPUKATOB KJIKOYEN
npoBepkn 31, a TakXe CxemMa nepenayn 3asBJIeHUSA Ha CO3[aHMe cepTudukaTa
KJo4a npoepkn 3 Ao/MKHbI 6bITb ONUCaHbl B 3KCMJlyaTaUWOHHOM AOKYMEHTaLuumn
Ha cpencTsa YLU.

(nn. 29.1 B peg. MNMpukasa ®Cb Poccnm o1 04.12.2020 N 555)

29.2. Co3paBaemMble YL cepTudukaTtbl kao4Yen npoBepku Il M CNUCKK
AHHYJIMPOBaHHbIX CEePTUMPUKATOB [OJ/IKHbI COOTBETCTBOBaTb MEeXAYHapOAHbIM
pekomeHpaumam ITU-T X.509 <*> (panee - pekomeHpauumm X.509). Bce nons un



OOMOJIHEHUS, BKJlOYaeMble B cepTudukKaT Kaden nposepkn I M CNKUCOK
AHHYJIMPOBAHHbLIX CEPTUPUKATOB, OO/DKHbI ObITb 3aMOJIHEHLI B COOTBETCTBUM C
pekoMmeHgaumamm X.509. Tpu wncnonb3oBaHUM asibTEPHATUBHLIX ¢(opMaToOB
cepTudnKaToB Kao4den nposepkn I OosKHbl ObiTb onpeneneHbl TpeboBaHUS K
MPOTOKOJIaM CO3[4aHUA N aHHYJIMPOBAHUS CepTUPUKATOB Kato4den nposepku 3l n
yKa3saHbl B T3 Ha pa3paboTky (MogepHusauyuio) cpencts YL.

<*> |TU-T Recommendation X.509. Information technology - Open systems
interconnection - The Directory: Public-key and attribute certificate frameworks.
2008. http://www.itu.int/rec/T-REC-X.509-200811-i.

29.3. CpenctBa YU [osKHbI peanv3oBbiBaTb MPOTOKOJT aHHYJIMPOBAHMUA
cepTuukaTa kao4a nposepkn I C MCNOSIb30BaHMEM CMUCKOB aHHYJIMPOBAHHbIX
cepTuUdUKaToB.

29.4. [JlonyckaeTcs  peanm3auma  MNPOTOKOJIOB  aHHysmpoBaHua  6e3
NCMNO0JIb30BaHUSA CMNCKOB aHHYIMPOBAHHbIX CEPTUPMKATOB, TPEOOBAHMSA K KOTOPbIM
OOJ/KHbI BbITb YKa3aHbl B T3 Ha pa3paboTky (MoaepHusauuto) cpeacts YLU.

29.5. TpeboBaHus ansa cpeacts YL knacca KC1:

- B cpeactBax YL pomxkHa 6biTb peanv3oBaHa (QYHKUUA W3roTOBEHUSA
cepTuunkaTa kawoHa nposepku 3 Ha bymakHoM HocuTene. MNopanok Bbiga4vu
cepTudmnkaTa kao4va nposepkn 3 Ha BymMa>KHOM HocuTese, a Takxe npouenypa
KOHTPOJIA COOTBETCTBUA CepTUPMKATa KtoYa npoBepku 3l B 3/1IeKTPOHHOM Buae v
Ha OyMaXHOM HocuTene [AO0JIKHbl  OblTb  yKasaHbl B 3KCMNJlyaTaLMOHHOMN
OOKYMeHTaumm Ha cpencrea YU;

- B cpencTBax YL, B oTHOWeEHNN BNagenbua cepTudukaTa Kada nposepkn 3l
OO/DKHbl  ObITb peann3oBaHbl MexaHW3Mbl MPOBEPKM YHUKANILHOCTU  KJIlO4a
npoBepku 3 n obnagaHma COOTBETCTBYOLWMM Kato4oMm I,

29.6. TpeboBaHua gna cpeacts YL, knacca KC2 cosnagatoT ¢ TpeboBaHnsmun
ona cpencts YU knacca KC1.

29.7. TpebosaHusa onsa cpencts YL, knacca KC3:

- NOrpeLHOCTb 3HAa4YeHUIN BpeEMEHN B CepTudmKaTax Kityen nposepkn M un
CMUCKaX aHHYIMPOBAHHbIX CEPTUDPMKATOB He A0JKHA NpeBbiwaTb 10 MUHYT.

29.8. TpeboBaHus ans cpeacts YL knacca KB1:

- NOrpeLwHoCTb 3Ha4YeHUN BpeEMEHU B cepTudurkaTax Kawden rnposepku 3l un
CMNCKaX aHHYJINPOBAHHbIX CEPTUNMKATOB HE A0JIXKHA NpeBbIlWaTbh 5 MUHYT.

29.9. TpeboBaHua pna cpeacts YL knaccoB KB2 u KA1l coBnagatoT C
TpeboBaHnamm gna cpencts YL knacca KBL1.

30. TpeboBaHMA K CTPYKType cepTudumkaTa KaYa npoBepkum 3l 1 cnucka
AHHYJ/IMPOBAHHbLIX CEPTUPUNKATOB:

30.1. TpeboBaHusa ansa cpeacts YL knacca KC1:

- [OONyCTUMbIE CTPYKTYpbl cepTugukaTa Kaya npoBepkn M M cnmcka
aHHYJIMPOBAHHbIX cepTndrKaToB LOJIKHbI 6bITb nepeyYnceHsi B
3KCMNJIyaTaLWNOHHOW OOKYMEHTauUuMn Ha cpencTea YL;



- B cpeactBax YL goskeH ObiTb peannsoBaH MexaHW3M KOHTPOJS
COOTBETCTBMS CO34aBaeMbiX CEPTUGRUKATOB kJtoYen nposepku I M CnmMckos
aHHYJIMPOBAHHbIX CEPTUHUKATOB 3alaHHON CTPYKTYPE;

- B CTPYKType cepTudukata Kkawoda npoBepkn Il O0/KHbI  BbITb
npeoycMoTpeHbl MoJie, coAepXkalwee cBefeHUs O Kkiacce cpencts YU, c
NCNoJIb30BaHMEM KOTOPbIX 6bl/1 CO34aH HACTOALWMN CepTUdGUKAT KaoYa NPOBEPKMU
3M, n none, cogepxalwee cBegeHMa 0 Kracce cpeanctea 3l Bnagensua
cepTudmrKaTa Ktoda nposepku 1.

30.2. TpeboaHus pana cpencts YU knaccos KC2 wm KC3 cosBnagalT C
TpeboBaHmamm gna cpencts YU knacca KC1.

30.3. TpeboBaHus ansa cpeacts YL, knacca KB1:

- B cpeacTtBax YL, noskeH 6biTb peann3oBaH MexaHW3M 3aaHUs CUCTEMHbIM
aAMUHUCTPaToOpOM Habopa [ONyCTUMbIX [OMOJIHEHMA CcepTudUuKaTa Kikoya
npoeepku Il 1 CNMCKa aHHYIMPOBAHHbLIX CeEPTUDMKATOB.

30.4. TpebosaHua pna cpeacts YL knaccoB KB2 u KAl coBnagatoT C
TpeboBaHmnamMn ans cpencts YL knacca KB1.

31. TpeboBaHuA K peecTpy cepTUPUKATOB KJ4Yen nposepkn Il un
obecnevyeHunto foOCTyNa K HEMY:

31.1. TpeboBaHusa ansa cpeacts YL knacca KC1:

- B cpeacTBax YL, oosxHbl 6bITb peasin3oBaHbl MEXAHW3Mbl XPaHEHUSA 1 NMOMCKaA
BCEX CO3[aHHbIX CEPTUDMKATOB KJtoHel npoepkn MM 1 CNUCKOB aHHYJIMPOBAHHbIX
CepTUPMKATOB B PEECTPE, @ TaKXXe CETEBOro AOCTYMNa K peecTpy.

31.2. TpeboBaHua gna cpeacts YL, knacca KC2 cosnagatoT ¢ TpeboBaHnsMun
ona cpencts YU knacca KC1.

31.3. TpebosaHusa onsa cpencts YL, knacca KC3:

- B cpeacTtBax YU, nosmkeH 6biTb peann3oBaH MeXaHU3M Moucka cepTudunkaToB
kno4den nposepkn Sl M CMNCKOB aHHYJIMPOBAHHbLIX CEPTUPUKATOB B peecTpe
cepTUdunKaToB KtoYen nposepkn 3 No pa3nnyHbiM nx atpubyTam;

- BCE& W3MEHeHusa peecTpa cepTudumnkaToB kiaoyYenm npoBepkn 3 AO0SKHbI
perncTpupoBaTbCs B XypHaJsie ayguTa.

31.4. TpeboBaHuna ona cpeacts YL knaccos KB1l, KB2 n KAl coBnagatoT C
TpeboBaHmaMn ana cpencts YU knacca KC3.

32. TpeboBaHua Kk nposepke 3l B cepTudurKaTe Ki4va nposepku Ir1:

32.1. JonxeH 6bITb onpenesieH MexaHM3M NPOBEPKM MOAMUCU B cepTudunkaTe
KJtoda npoBepky DI Mo 3anpocy yYacTHUKA 3/EKTPOHHOrO B3aMMOLENCTBUS W
yKa3aH B 3KCMJlyaTaLWOHHOM AOKYMeHTaunm Ha cpeacTtaa YL.

32.2. B cpenctBax YU posmxkeH 6biTb peasiM3oBaH MexaHU3M TMPOBEPKU
noannHHocTu 3l YL B BblAaBaeMbIX UM cepTUdukKaTax Ka4ven nposepkun 3.

32.3. lNMpoeepka Il B cepTuUdmKaTe KaYa nposepkn DI ocyLecTBAAeTCA B
COOTBETCTBUM C pekoMmeHaaumammn X.509, BkaoYas obazaTesibHYI0 NPOBEPKY BCeEX
KPUTUYECKNX JOMNOJIHEHNN.



32.4. Ecnn, ncxons n3 ocobeHHocTen akcnayaTauum cpencts YL, nponyckaercs
NCMoJsib30BaHMe aJibTepHATUBHLIX (POPMATOB cepTUdMKaTa Kw4da nposepku I,
DoJKeH ObiITb onpefesieH MexaHU3M MPOBEPKU MNOAMNUCKM B cepTudukaTe Kiwya
npoBepku I n yka3zaH B T3 Ha pa3paboTky (MoaepHusauuto) cpeacts YL.

33. B coctaB cpencts YL, mos/mkHa BXoAuTb ciy>xkba MeTOK [OOBEPEHHOro
BpEMEHMN.
(n. 33 BBegeH lNMpukazom ®Cb Poccum o1 04.12.2020 N 555)

34. Ona orpaHU4eHUss BO3MOXHOCTEW MO MOCTPOEHUD KaHasoB aTaK Ha
cpenctea YL, c ncnonb3oBaHMeM KaHaJI0OB CBA3M O0J/IKHbI MPUMEHATbLCA CpencTBa
Me>)XCeTeBOro aKpaHMpoBaHUA.

35. OonxHbl 6bITb onpeneneHbl TpeboBaHMa no 3awunTe cpeacTts YU ot
KOMMbIOTEPHbLIX BUPYCOB U KOMMbLIOTEPHbLIX aTaK M yKasaHbl B T3 Ha pa3paboTky
(MopepHusauyuio) cpeacts YL.

36. Mpn nogknoyeHun cpeacts YL, 3a nCknoYeHNEM CpencTB, peanmnsyomx
MexaHu3M (HOpPMMPOBAHUA METOK [AOBEPEHHOro BpeMeHu, K WHPOPMALMOHHO-
TEeNIeKOMMYHUKALMOHHON CeTn, AOCTYM K KOTOPOW He OrpaHuYyeH onpenesieHHbIM
KPYroM nuL, YKa3aHHble CpencTBa [AOJ/DKHbl COOTBETCTBOBaTb TpeboBaHUAM K
cpencteaM YL, knacca KB2 nnum KAL.

(nyHKT B pen. MNMpukasa ®Cb Poccum o1 04.12.2020 N 555)

37. WccnepoBaHusa cpencts YU C uenbio nNoATBEpXXOEHUS COOTBETCTBUA
cpencts YU HacToswum TpeboBaHMAM AO/KHbI MPOBOAUTLCSA C UCMOJIb30BaAHNEM
pa3pabaTbiBaeMbix PCBb POCCMKN YNCNOBbLIX 3HAYEHMN NAapaMeTPOB N XapakKTepucTuk
MeXaHM3MOB 3alWNTbl, peann3dyemMblx B cpencteax YL, <*>.

<*> T[lognyHKT 47 nyHkTa 9 T[lonoxeHma o denepanbHonm cnyxbe
6esonacHocTn Poccuinickon depepauunn, yTBepxAeHHOro Ykasom [lpesupaeHTa
Poccumnckon ®depepauymm ot 11 aBrycta 2003 r. N 960 (CobpaHue
3aKoHogaTenbcTBa Poccunckonm depnepaunn, 2003, N 33, cT. 3254; 2018, N 28, cT.
4198).
(B pean. MNMpukasa ®CBb Poccun ot 04.12.2020 N 555)

38. 1ns orpaHNYeHNs BO3MOXXHOCTEN MO NOCTPOEHMIO aTaK C UCMOJIb30BaHUEM
KaHaNl0oB CBA3M Ha CpencTBa, peanusylouine MexaHusMm (OpMUPOBaHUSA MeTOK
JoBepeHHOro BpeMeHu, YL [O/DKHbI MPUMEHATbLCA CpencTBa  MeXXCeTeBOoro
3KpaHMpoBaHMA ypoBHSA Beb-cepsepa (Tun "), cepTudmnumnposaHHoie ®Cb Poccum
Ha cooTBeTCTBME TpeboBaHMAM K YCTPONCTBaAM Tuna "MexXCeTeBOW 3KpaH" He
MeHee 4eM 3 KJjacca 3awmuieHHocTu. CpedcCTBa MeXCeTeBOro 3KpaHWpPOBaHUSA
DO/KHbI obecrne4ynBaTb KOHTPOJSb U PUAbTPALUID MHGPOPMALMOHHBIX MOTOKOB MO
MPOTOKOJ1y Nnepefayn runeprekcTa.

Ona obecnedyeHns obHapyXeHUA KOMMbIOTEPHbIX MPOrpamMM WA WUHOMN
KOMMbIOTEPHON WHGOPMaLMK, MpefHa3HAaYeHHOW O HeCaHKUWOHWPOBAHHOMO
YHUYTOXEeHUs, O6nokmpoBaHus, Moaudukauumm, KOMUpoBaHUSA  3alluLiaeMoun
MHOPMaLU NN HEeNnTpannmsaumm cpencTs 3aWnTbl MHpOpMauUnM, a TakxXe ONd
pearnpoBaHma Ha O6HapyXXeHue 3TuX nporpamMm M uHPopMaumm YL [O0SKHbI
NMPUMEHATLCA CPeAcTBa 3aWWUTbl OT KOMMbIOTEPHbLIX BUPYCOB, MNpefHa3Ha4YeHHble
ONna  NpuMeHeHMa Ha cepBepax WHGPOPMaAUUOHHbIX cuctem (tun  "B") wn
ceptTudpunumpoBaHHble @P®Cb Poccum Ha  cooTBeTCcTBMEe  TpeboBaHuMAM K
AaHTMBUPYCHbIM CpeacTBaM Mo kiaccy b2.

ons obecneyeHuns obHapyxeHus nencTeun, HanpaBJ/IEHHbIX Ha



HECaHKLMOHNPOBAHHbLIA A0CTYN K WMHMOPMauuuK, cneumasibHbIX BO3LENCTBUMW Ha
CpeLcCTBa, peanusylowme MexaHU3Mbl (OPMUPOBAHNA METOK [OBEepPeHHOro
BpEMEHU, B Uensax [AobbiBaHUSA, YHUYTOXKEHMUSA, WUCKaKeHus n O6nokmpoBaHUA
AOCTyna K 3awuuwaemMon uHGoOpMaunn, a TakKXKe OS89 pearvupoBaHUA Ha 3TU
nencTema (NpepoTBpalleHne 3Tux genctenm) YL [O/DKHbI NPUMEHATbCS cpeacTBa
3aWNTbl  OT KOMMbLIOTEPHbIX aTakK, cepTudunumposaHHele @®CB Poccunm Ha
cooTBeTCTBME TpeboBaHUAM K MpPOrpaMMHbIM, MPOrpaMMHO-annapaTHbIM KUK
annapaTHbIM cpeacTeBaM Tuna "CUCTeMbl OOHapPYy>XXeHUs KOMMbITEPHbIX aTak" no
Knaccy b.

[N KOHTPOJISA NIOKaJZIbHOro A0CTYyMa WU KOHTPOAA LEeSIOCTHOCTU NpOorpamMMHON
cpelbl CPenCTB BbIMUC/UTENIbHON TEeXHUKW, BXOAALWMX B COCTaB CPencTs,
peann3yruwmx MexaHusMbl (HOPMUPOBAHUSA METOK [OBepeHHOoro BpemeHu, YL
OOJIKHbI MPUMEHATLCA arnnapaTHO-NMPorpaMMHbIe MOAY/IN LOBEPEHHON 3arpys3ku
YPOBHSA MJaTbl pacwnpeHuns, ceptuduunposaHHble ®Cb Poccmn Ha cooTBeTCTBUE
TpeboBaHMAM K annapaTHO-NPOrpaMMHbIM  MOAY/SAM [LOBEPEHHOW 3arpys3ku
3NEeKTPOHHO-BbIYNCIUTESIbHbIX MaLUWH Mo Knaccy 2b.

Knacc CK3W cpencrts, peanamsylowmx MexaHusMbl (OPMUPOBAHUA METOK
OOBEPEeHHOro BpeMeHn, AO0JKeH ObiTb He Huxe knacca KC3. LOo/mKHO ObiTb
obecnevyeHo 3awmuieHHoe XpaHeHune KpunTorpaduieckmnx KJro4en B
He3KcnopTMpyeMoMm Buae.

NcxopHbin kon BIOS cpencTs, peann3yownx MexaHU3Mbl (HOpMUPOBaHUSA
MEeTOK JOBEPEHHOr0 BPeMEeHU, OO0J/KEH NPONTU aHasIM3 Ha OTCYTCTBUE U3BECTHbIX
YA3BUMOCTEN U BO3MOXXHOCTEN OEeCTPYKTUBHONO BO3LAENCTBUSA, OCYLLECTBIAEMOro
nyTem MCNOJIb30BaHUA NPOrpaMMHbIX YSI3BUMOCTEN CO CTOPOHbI KaHa10B CBA3N.

(n. 38 BBegeH lMpukasom ®Cb Poccmm oT 04.12.2020 N 555)
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