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Hacrpoiika HoBoro cepruurkara Ha APM nosib3oBaresist

Jlist HacTpoiiku cepTu(dUKaTa KIt04a MPOBEPKHU AIEKTPOHHON MOANMKMCH MOJIb30BATENA,

BBINYIIEHHOTO Ha HOBBIX anroputmax mudposanus (I'OCT P 34.10-2012) neobxoaumo:
1) Y6enuthcsi, 4TO yCTAaHOBIICHA aKTyalbHas Bepcusi kpuntonposainepa CK3U Kpurro

2)

3)

IIpo CSP v. 4.0, c6opka 9944 (R3). [Inst 5TOro BBINOJHUTH CIEAYIOIIUE JTEUCTBUS:
HaxaTh «Ilyck» B JIeBOM HIKHEM YTy pabouero cToja, HAaWTU MPOTpaMmy
«Kpunrollpo CSPy», Bo Bkiagke «O01IHe» MPOCMOTPETh BEPCUIO MPOIYKTA.

|2 Kpunrollpo CS - n——— g 32 |

EiAj[rgpMTMbl ‘_lrisemnacnonb [ Winlggpnﬁilw Hactpoitku TLS J
Obuve | Obopyaosarwe | Cepsnc | Aonomwmensro |

m 3 Kpuntolpo CSP Bepcua npoaykTa: 4.0.9944
' Bepana saapa CK3M: 4.0,.9017KC1
© Komnarnus KPUMTO-PO. Bce npasa 3awuuieHbl.

Y06enutbcsi, 4YTO YCTAaHOBJIEHA aKTyalbHas BepcHs apaiiBepoB PyTokeH (He Huxke
4.0.05.0000). 151 5TOTO BBIOJHUTH CIEAYIOIIUE AEHCTBUA: HaXaTh «Ilyck» B 1eBom
HIKHEM YTy paboyero croia, Hailtu nporpammy «llanens ynpasnenust Pyroken», Bo
BKJIaJKe «O mporpaMmey MpoCMOTPETh BEPCUIO TIPOIYKTA.

: - | & |
il Manens ],;lEaEunEHnn PyToked !

| ALMUHWCTPHUPOEIHWE | CepTHHKMKATHI I Hacrpoikw | O nporpamme

KomMnaHwna: *AKTHE»
ChUUMaNEHBIA CAlT: http: A, rutoken.ruy
Bepona gpalieep o PyToKEH: 4.0.05,0000

Cny#cBa TeXHWYECkKoW nogaepsen:  hotline@rutoken.ru
hitp:Swww. rutoken.ru/hotling/
+7 [495)925 77 90

[Moncoequuauts HOCUTENh K APM monp3oBarens. YCTaHOBUTH HOBBIM cepThUdHKAT
nonb3oBarensa ¢ nomoibio ocHacTkn CK3U Kpunrollpo CSP B nuuHoe XpaHumnuiie
ceprudukatoB. [[is ATOro BHIMIOJHUTH Clenyloniue nercTBus: HaxaTh «llyck» B
JIEBOM HWKHEM yriy pabouero croiyia, Hailtu mporpammy «Kpunrtollpo CSP», Bo
BKJIaiKke «CepBHUCY» MPOCMOTPETH cepTU(DUKATH B KOHTEHHEPE.
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l§2 Kpwnrollpo CSP |i|
ANrOpUTHEI I Be30NACHOCTE I Winlogon | HacTpoiiks TLS
ObLue I OfopyaoBaHWE | Cepenc | AononHUTENEHD

KOHTERHED 3aKPEITOMD KNDYE

3TH MaCTepa NO3B0NAKKT NPOTECTHMPOESTE, CKONMPOEdTE MNK
yoanuTe KDHTEHHED 3SKPBITOrD KNk4a C HOCKMTERA.

[I'IpoTeceroE:aTb... ] [ CronWpoBaTh... ] [ ¥oanuTe... ]

CepTUQMKATE! B KOHTERHEDE 38KPEITOMD KNKDYE

ITOT MACTEP NO3E0NAST NPOCMOTPETE CEpTMMKETEI, HEX0A ALLMECA
B KOHTEAHEDE 33KPEITOMD KKIYE, M YCTAHOBMTE MX B XDaHWIMLLE
CEPTHDMKETOR,

[ MpoCMOTPETE CEPTHMDMKATRI B KOHTERHEPE, .. ]

TMAYHEIR CEpTHDUKET

3TOT MAcTEp NOZBONAET CBASATE CEPTHMHMKAT M3 daina C
KOHTEMHEDOM 3aKPBITOMD KNKOYa, YCTSHOBME STOT CEQTUDMKET B
XPEHUITHLLE.

[ YCTAHOBMTE NMMYHEIA CEPTUHMKET. .. ]

Mapony 3aKpeITEIX KNoqei

ITH MECTEPE NOSEONAKDT M3MEHUTE Napon (TMH-c0akb]) 3aKpemex
KIHOUER MK YASMWTE 3aAMNOMHEHHEIE DHEES NEPOI, (

WZMeHUTE Nnaponk. .. ] [ ¥AANUTE 3aN0MHEHHEIE N3PONK. .. ]

[ Ok ][ OTmMeHa ] MpHMEHKMTE

I[aﬂee qcpe3 «O630p» BBI6paTB HY)KHBIﬁ KJIFOUEBOM KOHTeﬁHep N HaXXaTb «I{anee».
ii CepTudWKaTel B KOHTER KAl u

KoHTeiiHep 3aKpbLIToro Knioua
BEEOMTE MM YKEHMTE KOHTERHED 3aKDLITOMD KNKIYa ANA NPOCMOTRE g
CEPTMQMKETOE B 3TOM KOHTEHHEPE

MIMA KNHDYEBOrD KOHTENHEDE!

( c93dee5e—f4c3—4d25—82ff—96595_1:|bi3_5¢:3 | ofsop. |

BEefeHHOE WMA Sa0aET KNKHESON KOHTEAHED! [I'Iu cepTHRMKETY. .. ]
@ MonbsoBaTens
) KoMnbtoTepa

BribepuTe C5P ANA NOWCKE KNHOYEBRIX KOHTERHEDOE:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider - ]

[ Hanee = ] [ OTmena
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3areM «YCTaHOBUTH» U «I OTOBOY.

|| CepTudwmkathl 6 KOHTEAHEDE 3AKPRITOND KAHYA - | e
. ae. o -
CeprwdmKaT OnNA NpocMoT pa
MPOCMOTPUTE 1M BEIDEPMTE CEPTUOMKET F;E
CepTUDMKET: AD "TpuHaTom"™
CybbexT: [ - |
MoCTaBLLMK: E=ca@rosatorm.ru, © e ; C=RU,
[elcTBMTENEH C! 20 ceHTAbpA 2013 r, 17:39:39
AeRcTBMTENEH NO: 20 nekabpA 2019, 17:49:39
I CepHiHEIR HOMED: 2F16
¥CTaHOBMTE ] [ CEONCTES...
Obzop...
< Hazan ][ loToBo ] [ OTMeHa

YcTaHOBKA HENOYKH CePTUPHKATOB
4) IlpousBecTH YCTAaHOBKY cepTU(UKATOB [ OJOBHOIO YIOCTOBEPSIOIIEr0 IIEHTpA
MUHKOMCBSI3U Ha HOBBIX aJrOpUTMax IMU(pOBaHHS, B COOTBETCTBHHM C MHCTPYKIIUCH
oT ynocroBepstomiero 1eHtpa AO  «I'puHaToM», JOCTYHHBI IO  CCBUIKE:
https://crypto.rosatom.ru/ca/tsepochka-sertifikatov/



https://crypto.rosatom.ru/ca/tsepochka-sertifikatov/
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KsanupuumuposaHHbie ceptudukars Ha F0CTe
P 3410-2012

KsanupuumnposaHHble 2018

!

KsanuduumposaHnHble 2017

!

Hacrtpoiiku Opay3epa pis gocryna Kk noprany I'ocyciyr
5) YcTaHOBHTH O] yYETHOW 3aMUCHIO TIOIB30BATEN Sl aKTYyalbHbBIH TUIArdH MOJIb30BaTEIs
CHUCTEM DJIEKTPOHHOTO TIPaBUTENBbCTBA, JOCTYNHBIH 1O cchuike:  https:/ds-
plugin.gosuslugi.ru/plugin/upload/Index.spr

rocycnyru

YCTaHoBKa rnjaarmHa JAVALS D86OTbI
C IMOPT4a/IoOM IFoCYyAdpCTBeHHbIX YCITYT

MNopnepxuBaemMble Gpaysepbl:

= Internet Explorer sepcuu 6.0 u BbILLE;
« Safari eepcun 5.0.6 1 BbiLue;

« Mozilla Firefox sepcun 50.0 1 BbiLe;
+ Google Chrome sepcun 29.0 1 BbilLE

[lnq Baleil cMcTEMbI pEKoMEHYETCA Criedyiolas BEPCUA NiarHa. 3arpy3ka HauHeTC A aBTOMaTUYECKM

OnepaunoHHana cucTema Mnarud Bepcua
Microsoft Windows 7/8/10, 64-bit IFCPlugin-x64 msi 3030

Jlns  KoppekTHOW paboThl Mepel YCTAHOBKOM aKTyaJlbHOM BepcHM IUIarMHa

HEOOXOIMMO BpYYHYIO YIAIUTh MOpeablayllire Bepcuu IuiaruHa dyepe3 [lanens
yOpaBJeHUs, MPEIBAPUTEIILHO 3aKphlB BCE OKHA Opa3yepa(oB) Ha KOMIIBIOTEpE,
BPYUHYIO OYHUCTUTH nanKky



https://ds-plugin.gosuslugi.ru/plugin/upload/Index.spr
https://ds-plugin.gosuslugi.ru/plugin/upload/Index.spr
https://ds-plugin.gosuslugi.ru/plugin/upload/Index.spr
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C:\Users\%USERNAME%\AppData\Roaming\Rostelecom\IFCPlugin.

Js

9TOTO

HEO0OXOIMMO CKONMPOBATH MYTh K MArKe B aJPECHYI0 CTPOKY MPOBOJHUKA U yAAIUTh

€€ COACPIKUMOC.

poeuy » AppData » Roaming » Rostelecom » IFCPlugin »

38UTb B BnbanoTeky ¥ O6wwii goctyn ¥

>

WNma [ata nameHeHus

13000 28.09.2018 10:08

Tun

3anucatb Ha ONTUHECKWIA ANCK

e

Hoeasa nanka

Pazmep

Manka c dpaitnammn

p
Yaanute nanky

l\

%

Bl geiicTBuTENBHO XOTUTE GE3B03BPATHO YANNTL 3Ty Nanky?
LAl 3.000
‘ [larta cospanna: 20.07.2018 10:17

|

6) Y6enutncs, uto miarud Crypto Interface Plugin B Hamctpoiikax Opaysepa Internet
Explorer Haxoautcst B coctosiHnn «BruiroueHo». [[s aToro B HacTpoiikax Opaysepa

HaXXaTb Ha ((HﬁCTpOI/ITB H&HCTpOﬁKH)).

EEL

Maiin
Macwras (100%)

BesonacHocTe

[oBaenTe cadT B MeHt "Myck”
MpocMoTpeTs 3arpy3KK
Hactpoute HagcTpoiikm

CpeacTea paspaboTumka F12
MepeiTh K 33KpenneHHbIM CaiTam

MapamMeTpel NPOCMOTRE B PEKUME COBMECTHUMOCTH

OTnpaenate oT4eTel 06 oWWBKax HA BeB-caiTax

Ceonctea Bpaysepa

O nporparme

CTRL+)

Hanee «OTtoOpaxats — Bce HagcTpoiikmn», mpocMoTpeTh pasnen «Rostelecom PAO».
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Ynpasnerue HaACTPOMKaMM N—— - A — |

MpocmoTp HagcTpoek Internet Explorer u ynpasnenue unmn

Tunel HaacTpoek Wms Wsparens = CoctosHne  Apxutektypa Bpemasar.. Bpems Has..
&} Marienu urcTpymenTos u pacwmpenna SharePoint Stssync Handler Microsoft Corporation BkntoueHo  32-pazpsa.
” 32 Microsoft Silverlight Microsoft Corporation Brntouero  32- n64-p..
A A NameCtrl Class Microsoft Corporation BkntoueHo  32-paspsa.
Everopurenn Scripting.Dictionary Microsoft Corporation Bkntoueno  32- n64-p..
© 3awwra ot cnexerna Oracle Atrienca, Inc.
5 TMpoeepka opporpapun Java(tm) Plug-In 2 SSV Helper Oracle America, Inc. OtkntoueHo  32-paspsa.
Java(tm) Plug-In SSV Helper Oracle America, Inc. OtkntoueHo  32-paspsa..
Rostelecom PAO
MnarwH nonesosatens cuctem ...  Rostelecom PAO BxnroueHo  32-u64-p..
Hepoctynen
CeasanHble 3ametkn OneNote Heaoctynen Bkntouero  32- u64-p..
Otobpaxars: Ornpasute 8 OneNote Heaoctynen BkntoueHo  32- nbd-p...

Q [Bce H3ACTPOIKN ) 57

BoibepuTe HAACTPOIKY ANS USMEHEHNA COCTOAHUS MW NPOCMOTPa CBEAEHNIA.

7) B cBoiicTBax Opay3epa B paseie «be30macHOCTh» 100aBUTh B CIIMCOK HAAEKHBIX
CalTOB CJIEAYIOIIMUE aJIpeca:
https://esia.gosuslugi.ru
https://gosuslugi.ru
https://esia.gosuslugi.ru
https://zakupkKi.gov.ru
http://esia.gosuslugi.ru
http://gosuslugi.ru
http://esia.gosuslugi.ru
http://zakupki.gov.ru
Jl;1s1 3TOr0 HEOOXOAMMO TIEPEHTH B CBOMCTBAxX Opay3epa K BKiIajke «be30omacHoCThY,

BbIOpaTh «Hanéxubie calTely, HaXKaTh Ha « CaluThI.



https://esia.gosuslugi.ru/
https://gosuslugi.ru/
https://esia.gosuslugi.ru/
https://zakupki.gov.ru/epz/main/public/home.html
http://esia.gosuslugi.ru/
http://gosuslugi.ru/
http://esia.gosuslugi.ru/
http://zakupki.gov.ru/
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[Coficrea Epaysepa

CogepaHue | MNogkno4eHna | Mporpammel I JononHuTensHo
Obwme | besonacHocTh | K OHDMAEHUMANBHOCTE
BribepuTe 30HY ANA HACTPOMKK ee NapaMeTpos besonacHocTw, l
-
@« /V
- s 4
WHTepHET MecTHan HapesHbe OnacHele
| WHTPECETE CalThl ATl |
S——

HapemHbie caiThbl

. CalTel
i 30Ha ANA HAAEKHBIX CAATOB, KOTOpPIE HE

NPHYKHAT BPELE BALWEMY KOMMBIOTERY MK
AEHHEIM.
B 370l 30HE ecTe BED-CalTLI,

¥poBeHb G&30MacHOCTH ANA JTOM 30HL!
PaspeleHHeEIe ypoBHK: Niobkie

Cpegumi
- 3aNpoc Neped CKadMEaHWEN ONacHorD CoaepHMMoro
— -HenoanucanHbie 3nemeHTol ActiveX He cKauMBaKTCR

[ BrntoumnTe s@wWwMueHHEI pesiim (noTpebyeToa nepesanycs

Internet Explorer)

[ BblsDaTb YPoBEHb fiesonacHOCTH Mo YMONYaHWKD ANA BCEX 30H

[ QK H OTMeHa ] MpHMEHUTE

B nosiBuBIIEMCS MEHIO IMPOIMUCATh I10 OUCPCAN U HAXKATDH «I[O63BHTL» YKa3aHHBIC
BbIIIC aApCCa, HAXKATb «3aKpBITB)).

HagexHbie caiTal

Brl MoeTe A0B3BNATL B 3Ty 30HY BeB-CaMTEI M YOANATE MX
13 HEE. 3a0aHHbIE ANA 30HEI MapamMeTpel DesonacHoCT ByayT
MCNONBZ0BATHCA ANA BCEX B8 CAMTOE.

e

LolaBuTe B S0HY CNEQYHOWMIA Y3EN:

| https:/fesia.gosusiugi.ru

Beb-caliTe!:
*,co.rosenergoatom.ru - YAanMTh
* gosuslugi.ru |:|
10,101,201.22
10.101.201.5 1
e B M) PRy, R pagp— |

[nA Bcex cAliToB 5TOM 30HEI TpefyeTCcA NpoBepka cepeepoe (https:)

SaKpbITE

Hacrpoiika 3amuieHH0 KOpnopaTuBHOM mo4uToBoii cucrembl (3KIIC)
8) Hactpoiika 3anumeHnHoi kopropaTiuBHoU moutoBoi cucteMsl (3KIIC)
st nactpoiiku 3KIIC neo6xonumo 3anyctuth MS Outlook, nanee B rimaBHOM MEHIO
OTKpPBITh MOAMEHIO «Danm»
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OTMPABKA W MNOMYYEHWE MAMKA BVA ABBYY FineReader 12

(5 NponyctuTs x Eel (L;g L__; [Fa CobpaHue

-
7 Ouncrus G MrH. coobuuerne

Cosgate  Cosgate

Ypanute Otsetute Otsetute [Nepecnats

[
coobLueHme anemenT > O Hexenatenshbie - BCEM = Bonbuue
Coszgatb Yaanute OTBeTUTL
4 l/|36paHHOE | Mowck B nanke "us TEKYLIEro noyTosoro awmka (.. 2 | us Texywer:
Bxopawme 8 | Bce HenpouuTtaHHble Mo}
Bxoasuyue - AAMUHNCTPETOPb MH]O., 4 CeropHa
Sent Trems 1 - ~ a

Hanee «IlapameTpsi»

©

CeegeHuna C B er

OTKpBITE U
3KCMOPTMPOBATE ("’ iz

LA wic
CoxpaHnTe Kak & [obaer

Hacr
Mevate F;:
YueTHan 3anucs
Office
MapameTpbi
Benog
As

«lleHTp ynpapiieHHs 0€30MIaCHOCTBIO», 3aTeM «IlapaMeTphl IEHTpa yIpaBICHUS
0€30MMaCHOCTHIO)

MNapamerpsi Outlook W — - . E—— ‘ - . (2] =
pal P - . a -
Obume
Obecneyenne 6e30nacHOCTH AOKYMEHTOB, 3 TaKoKe 3aLyTsl i paboTocnoco6HOCTH KoMNbIOTepa

Mouta
Kanenaape 3awura KoHPMAESHLNANLHOCTH
Troan Kopnopauusa Maiikpocodt 3a6oTtutca o Baueil ¢ Tn. YtoBel nony CBEAEHWSA O TOM,
: kak Microsoft Outlook nomoraer coxpannTs KOHGUAEHUNANBHOCTE, CM. 339B/IEHNE O KOHONAEHUMANBHOCTH.

agaum

3assnenue o koHduaenumnansHoctn Microsoft Outlock

Mowuck
Asbik BesonactocTs u apyrue ceepenns
[JononHutensHo JlononHuTeNbHbIE CBEAEHNA O 33LLMTE KOHONAEHUMANEHOCTM U BesonacHocTh npusegeHsl Ha caiite Office.com.
Hactpouts nenty Co3aaHue 33LUNMULIEHHBIX MHDOPMAUMOHHBIX CUCTEM

Manens GuicTporo Aoctyna LlenTp ynpasnenus 6esonachocrbio Microsoft Outlook

Haactpoiikn
LlenTp ynpasnenna 6€30NacHOCTLIO COAEPXKUT NapaMETPbI
4em,p ynpaenenia Gesonacioca 6e30NacHOCTI 1 KOHONAEHUMANEHOCTU. 3TH NapaMeTpbI =
nomoratoT obecneqnTs BesonacHocTs KomnstoTepa. U 28F

HE PEKOMEHAYETCA.

UeHTpa BesonacHOCTbIO... )
S
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Jlanee NOAMYHKT «3allyTa 3JEKTPOHHOM NTOYTHD», 3aTEM CTPEJIOUYKY BHU3 2"

BbIOMpaeM HYXHbIA cepTUPUKAT
UenTp ynpasnerus Gesonackocrsio P‘ i R - ‘ ‘ 7S |

HapexHble zgarenn

Lingposantan >neKTponHas noura
MapameTpsi KOHbHAEHUMANEHOCTH ‘

9, 7] Wue c " MCXOAALLIMX COOBLLEHMH
il

3aLynTa 31EKTPOHHOM NOUTSI au
‘@ ‘ | AoBaenats udposyro NOANMCE K NCXOAALLIMM COOBLLIEHNAM

O6paborka enoxeHnii ‘ 7| OTnpaenats nognMcaHHbIe COOBLUEHMA OTKPBITHIM TEKCTOM

AsTomatnueckan sarpyska = 3anpawueats yeegomnenne S/MIME ana ecex noanucanHbix coobiuenmii S/MIME
T— Mo ymonuammo: |Ycranosku S/MIME (WRRGERE m@ Mapawerpe 1
—_—

MporpammHiii gocTyn Undp SR —%

Uudp yAocTosep wam ceptnd | SBASIOTCA |, KoTopbie obecl GesonacHocTe

BALLIVIX 37EKTPOHHBIX TPaH3aKLMIA.

{ Ony6ankosats & rNo6ansHOM CIMCKE 34PECOB... ] [ Wmnopt/2kcnopt... J l Donyunts yaocTosepenue... ]

Yurarh KaK 06bIYHbIV TEKCT |

[T] Ywurars 0Bbiunble NitceMa Kak 0BLIHBIN TeKCT

UnraTs nucsMa ¢ LudpOBOii NOATMCHIO Kak 0BbI4HbIl TEKCT
Cuenapun & nankax

[] Paspewwmts cuenapum & o6Lyux nankax

[7] Paspewmts cueHapum & 0BLLEAOCTYNHBIX Nankax

! OK Otmena

3axonum B «IlapameTpsl», MpoBepsieM YCTAHOBKHU CEpPTU(UKATA:

MzMeHeHne HacTpoikK BE3ONacHOCTIA - | & |

HacTpoika 6e30nacHoCTI

HMmMa KoHGUrypaLue:

YeraHoBkM 5/MIME TEie = Greenatom,ru) -
DOpMAT KPUATOrPagrm: S/MIME
HacTpolika Be30nNacHoOCTH N0 YMONY3aHWID 4NA 3Toro GopMaTa

HacTpolika no yMonYyaHu 408 BCex co0BWeEHnA

[METKM Eesonamor:rn...l [ Cozaate ] [ ¥aanuTe ]

CepTMdMEATE 1 AT 0P HUTME

CepTudrEAT Nognmcu: AQ “TpUHaTOM

ANropyTM XeWnpoEaHWA: [GDST R3411-2012/256 v]
CepTudukat wndposaHua, | AD TpHHATOM
ANropuTM WKW poEIHKWA: [GDSTZSI#?-SQ v]

|:| MNepegasaTe CEPTUHWKATH € CODBLWEHWEM

3ateM «OK», 3aKpbIBa€M BCE BCIIOMOTATEIbHBIE MEHIO.

Jlns mpoBepku pabOTOCIIOCOOHOCTH CO3/1aéM HOBOE COOOIICHHE B aapec
MOJIB30BATEIISI, UMEIOIIEr0 CepTU(PHUKAT KITFOYa TMPOBEPKH AIEKTPOHHOM IMOAMKCH, BO
Bkinaake «llapamerpe» BbiOupaeM ¢ynkuuio «lIludposatey u «llognucarby,
OTIPABJISIEM COOOIIICHUE.
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POCATOM

PykoBoAcCTBO agMMHUCTPaTOpa 6e30nacHOCTU opraHa Kpuntorpadmyeckom 3amThbl

Lo
TPUHATOM
POCATOM

BEHSO0 :
QAN COOBLLEHME BCTABKA MAPAMETPbI ®OPMAT TEKCTA PELLEH3VPOBAHWE
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C yBaxeHuem,

9) IIporecTrpoBaTh AOCTYNl Ha paboueM
PaboTOCTIOCOOHOCTH BCEX HACTPOCHHBIX CUCTEM.

JlONOAHUTEABHBIE NaPAMETPbI
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CoxpaHuTb oTnpaeneHHsblit 3agepxka Hanpasnats
AOCTABKW  OTBETHI B
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