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1. Hazna4yenue u 00J1acTh NPUMEHEHHUS

1.1. Hactosimuit  [lopsiiok  NMpUMEHEHWsS YCHJICHHOW KBaJIM(PHUIIMPOBAHHOU
anekTpoHHOM noanucH (nanee — [lopsaok) pa3padoTaH ¢ LEIsIMUA YCTaHOBJICHUS MOPSIIKa
UCIIOJIb30BAHUSI YCWJICHHOW KBadU(UUIUPOBAHHON DJIEKTPOHHOM TMOJMUCH  TPHU
OCYUIECTBJICHUH JIEKTPOHHOT'O JJOKYMEHTO000POTa MEXAY YHACTHUKAMU SJIEKTPOHHOTO
B3aUMOJICHCTBUA B COOTBETCTBUU ¢ DenepanbHbIM 3aK0OHOM OT 27.07.2006 1. Ne149-D3
«O0 wuHdopMainuu, WHOOPMAIMOHHBIX TEXHOJOTHSX M O 3alluTe HH(pOpManumy,
®enepanbHbiM 3akoHOM 0T 06.04.2011 1. Ne63-®3 «OO0 3JIEKTPOHHON MOIIMUCKY,
apyrumu  (enepanbHbIMA 3aKOHAMU M MPUHUMAEMBbIMH B COOTBETCTBHUM C HHUMH
HOPMATHBHBIMH MTPABOBBIMHU aKTaMH, PErYJIUPYIOIIMMHU OTHOIIECHHUS, BOSHUKAIOIIUMU B
cdepe nHpopManru, THPOPMAITMOHHBIX TEXHOJIOTUN U 3aIUTHl HHPOPMAITUH.

1.2. [lopsimok ompenenser oOsA3aTeNbHbIE JIA HWCIOJNb30BAaHUA IpaBUja IpU
UCIIOJIb30BAaHUU KBaIU(UUIHUPOBAHHON AIIEKTPOHHON MOANKMCU MPHU OCYIIECTBICHUU
JJIGKTPOHHOTO  B3aUMOJCHCTBUS C IOMOUIbIO JIOOOM JOKYMEHTHOM CHCTEMBI,
uHTerpupoBanHoi ¢ [lnardopmoii noBepennsIx cepBucos ['ockopnopanuu «Pocatomy.

1.3. YyacTHUK 3JEKTPOHHOIO B3aMMOJECHCTBUA, O Hadajla WCIOJIb30BaHUS
KBAJIM(UUMPOBAHHON JJIEKTPOHHOM MOANHUCH, O00s3aH O3HAKOMHUTBCS C JaHHBIM
[Topsakom.

1.4. Cobmonenne Ilopsimka sBiseTcss 00s13aTENbHBIM — JUJISL  TIPEINIPUSATHIN/
OpraHu3alyid, UCHOJb3YIOIIMX aBTOMATU3UPOBAaHHbIE MH(POPMAIIMOHHBIE CHUCTEMBI, B
KOTOPBIX MPUMEHSIOTCS CEepTU(UKATHI KIIOYEH NPOBEPKH 3JIEKTPOHHBIX IMOAMMCEH,
co3gaBaeMble  KopnopaTuBHBIM  yJIOCTOBEpSIIOUIMM  LIEHTpoM  ['ockopriopanuu
«PocaTomy.

1.5. OTBeTcTBEHHBIM 3a akTyanuzauuio [lopsiaka M KOHTPOJIb €ro MCHOJHEHUS
B COOTBETCTBMM ¢ TpeOoBaHusiMu [lonoxkeHuss O cHUCTeME periaMeHTHPYIOIUX
nokyMeHTOB ['ockopnopaunn  «Pocatom»  siBusiercst  aupekrop JlemaprameHTa
1o nHpopMaMOHHBIM TexHoJorusIM AQO «['puHaTOMY.

1.6. AxtyanbHas BEpCUs ITopsinka pa3MenieHa o azpecy:
https://crypto.rosatom.ru.

2. TepMmunbl, cokpanienusi 1 a00peBUATYPHI
2.1. TepMHUHBI U ONIPEACICHUS
Tepmun Onpenenenue

AHHYIUPOBAaHHBIN Ceptudukar kiroda MPOBEPKH AJIEKTPOHHOM IMOANUCH, JEHCTBUE
cepTU(UKAT KIIF04a MOANUCH | KOTOPOIO MPEKPAILEHO B CBA3U C:
HCTEUYEHHEM CPOKa ero ACHCTBHS;
MOJIyYEHUEM 3asiBJIICHUS OT €T0 BJIaJelIbLa;
BCTYIUICHHEM B CHIIy PELICHHUS CyZa, BICKYIIErO aHHYINPOBaHUE
cepTuduKara;
IpPEKpaIlleHueM JEATEIbHOCTH Y IOCTOBEPAIOLIEro ILieHTpa 0e3
nepexosa ero pyHKIH Jpyrum Jumnam;

AHHYJINPOBAaHUEM KBaJIN(PUIIUPOBAHHOTO ceptudukara
Y 10CTOBEPSIOIINM LIEHTPOM.
Bnanenen ceprudukara JIno, KOTOpoMy B COOTBETCTBUU ¢ DefepasibHbIM 3aKOHOM OT
KJIFOYa TPOBEPKH 06.04.2011 r. Ne 63-D3 «O0 31eKTpOHHOM TTOATIMCHY», PermamerToM

3JIEKTPOHHOM MOJIMUCH VY11 co3znan ceprrduKar KIro4da mpoBEPKH dJICKTPOHHOM MOIHUCH.



https://crypto.rosatom.ru/

JlokymeHTHas cucreMa

KopropatuBHas/nokanbHast UH(POPMALIMOHHAS CUCTEMA,
UHTerpupoBaHHass ¢ [lmardopmoil  OBEpeHHBIX  CEPBHCOB
Fockopniopaumu ~ «Pocatom»,  IpeNOCTaBIAOMAs  CEPBUCHI

YIPaBICHUS DJICKTPOHHBIMH JOKYMEHTAMH C BO3MOKHOCTBIO
MOJIUCAHUS KBaTH(PHULIMPOBAHHON/HEKBATH(PUIIUPOBAHHOMH
ANIEKTPOHHON TOAMKUCSIMHU TIOCPENCTBOM cepBucoB IlmaTdopmsr
JTIOBEpPEeHHBIX cepBucoB I'ockoprnopanuu «Pocatom»

KBanmuduuupoBaHHbIi
cepTu(UKAT KIIF0Ya IIPOBEPKH
ANEKTPOHHOMU MOJIUCH

Ceprtudukar  KIoYa  TPOBEPKH  DJIEKTPOHHOW  IOJIIHUCH,
COOTBETCTBYIOIINI TpeOOBaHUSM, YCTaHOBICHHBIM DenepanbHbIM
3ak0HOM OT 06.04.2011 1. Ne63-D3 «O0 31eKTpOHHOUN TMOAKUCH H
WHBIMU TPUHUMAEMbIMH B COOTBETCTBUM C HUM HOPMATHUBHBIMU

NpaBOBBIMH  aKTaMH, M  CO3JaHHBIH  aKKPEIUTOBAaHHBIM
YIOCTOBEPSIONIMM  IIEHTpoM 100  ¢enepaabHbIM  OpraHOM
UCTIOTHUTEIFHOM ~ BJACTH,  YHNOJHOMOYEHHBIM B cdepe

HCIIOJIBb30BaHUA 3H€KTpOHHOfI noanucu, u HBJ'I?[IOIIII/II;'ICH B CBsA3U C
OTHM O(I)I/II_[I/IaJ'ILHBIM JAOKYMCHTOM.

Kirou mpoBepku
ANEKTPOHHOMU MOJIMUCH

VYHukanpHas  MOCJIEOBATENbHOCTh  CHMBOJIOB,  OJHO3HA4YHO
CBSI3aHHAs C KJIIOYOM 3JIEKTPOHHOM MOJANMCH U MpeIHa3HAuCHHas
JUIsL TIPOBEPKU MOJUIMHHOCTH 3JEKTPOHHOW NOANUCH (Janee —
MIPOBEPKA AJIEKTPOHHOMN MOJHCH).

Kirou anextpoHHOM oanucu

YHukanbpHas MMoCJICA0BATCIIbHOCTE CHUMBOJIOB, HPCAHA3HAYCHHAA
JJIA CO3JaHuA BHCKTpOHHOﬁ IIOAIIMUCH.

[Tnardopma moBepeHHBIX
cepBucoB I 'ockopniopanuu
«Pocarom»

ABTOMaTH3MPOBAHHAS nH(pOpPMALIMOHHAS cucrema,
npeJHa3HauYeHHas Ul KOMIUIEKCHOW aBTOMAaTH3allMM IPOLIECCOB
yIIpaBJICHUS KIIOYaMU 3JICKTPOHHOW TMOINMHCH U cepTH(HUKATaMu
KIIIOUEH TPOBEPKHM DJIEKTPOHHOM MONIMUCH, NPEIOCTABICHUS
CEpBHCOB yJAJIEHHOIO TMOJNUCAHMS BJIEKTPOHHBIX JIOKYMEHTOB,
IIPOBEPKM  DJIEKTPOHHOM TOJAMNHMCH, W CEPBUCOB YIPABICHUSA
CpeJcTBaMU KpunTorpaduyeckoil 3amuThl HHGOpMaLuu

Pernament Kopnoparusaoro
YIOCTOBEPSIOLIETO LEHTPa
I'ockopriopanuu «PocaTom»
(Y nocToBepsrolero HeHTpa
AO «I'punarom»)

OcHoBHOM  pykoBomsAmMii  JokyMeHT  YII,  oTpakarommuit
00513aHHOCTH YYaCTHUKOB 3JIEKTPOHHOTO B3aUMOJECHCTBUSI U WIEHOB
IpYIIbl AAMUHUACTPATOPOB B YaCTH BBIJAUU CepTH(HKATa KIH0Ya
IIPOBEPKU IEKTPOHHOM mnoanucu [lonmp3oBarensM, HpUHATHIE
dopmaTbl JAaHHBIX, a TakKXe OCHOBHBIE OPraHMU3ALMOHHO-
TEXHUYECKHE MEpONpusATUs, HEeOoOXoauMble s 0e30IacHOro
¢ynkunonuposanus Y1 (ony6iukoBaH Ha crypto.rosatom.ru).

Peectp ynocroBepsroniero
LEHTpa

Hab6op noxymentoB Y1 B anexktpoHHOl w/mnu OymaxkHO# ¢opme,
BKJTIOYAIOLIHH CIIeTyIONTYI0 HH(POPMALIHIO:
peecTp 3asBIICHUI Ha peructpanuio B Y1I;
peecTp  3apeTMCTPUPOBAHHBIX  YYaCTHUKOB
B3aumoiercTBus Y1I;

peecTp 3asBOK Ha U3roTOBIIEHHE cepTUuuKaToB B Y1I;

peecTp 3asBIEHMH Ha M3rOTOBJIEHHE CepTU(UKATOB KIiIouYa
IIPOBEPKHU NIEKTPOHHOM MOJIIUCH;

peecTp 3asBIEHUIl HAa aHHYJIUpPOBaHUE (MpeKpalleHue AeWCTBUA)
cepTU(UKATOB KIF0Ya MPOBEPKU AIIEKTPOHHOH MOAIHNCH;

peecTp 3asBJICHUN Ha MOATBEPKIACHUE MOIJIUHHOCTH JIEKTPOHHOMN
MOJINIUCH B DJIEKTPOHHOM JIOKYMEHTE;

peecTp cepTU(UKATOB KIIF0Ya IPOBEPKU AIIEKTPOHHOM MOAINCH;
peeCTp H3rOTOBJIICHHBIX CIIMCKOB OTO3BAaHHBIX CepTI/I(bI/IKaTOB
KJIFOYEH MTPOBEPKU AJICKTPOHHOMN MOIHUCH.

SJICKTPOHHOT'O



https://crypto.rosatom.ru/

Ceprudukar kiiroya npoBepKu
9JIEKTPOHHOU TOATIUCH

DJEeKTPOHHBIA TOKYMEHT MJIM JOKYMEHT Ha OyMa)XHOM HOCHUTEJE,
BbIIaHHBIE yOCTOBEPSIOUIUM LEHTPOM JTUOO TOBEPEHHBIM JIHIIOM
YAOCTOBEPSIOIIET0 LEHTpa U MOATBEPKIAIOIINAE TPUHALICKHOCT
KJIF0Ya MPOBEPKHU 3JIEKTPOHHOM MOJIUCH Bialeiblly cepTH(HUKaTa
KJIFOYa TPOBEPKH JIEKTPOHHON MOAMUCH.

Caiyxb0a aKTyaJIbHBIX
CTaTyCOB CEpTH(PHUKATOB

Beb6-cepsuc  YiocroBepsromero  LEHTpa, 00ecneunBaromui
uHpopmupoBanue [lomp3oBareneil YmocToBepstoLIero IEHTpa O
cTaTyce CepTH(PUKATOB KIIOUYEH MPOBEPKU 3JIEKTPOHHOH MOJIIUCH
nocpeAcTBoM peanuzauuu nporokosa OCSP.

Crnyx0a mTamrnoB BpeMeHU

BeG-cepuc  YaocroBepsitomero — meHTpa, OOecleYyuBaroluit
MPEAOCTABICHUE JIOBEPEHHBIX METOK BPEMEHU IOCPEICTBOM
peanuzanuu npotokona TSP gns I1IC mo 3ampocam ydacTHHUKam
AJIGKTPOHHOTO B3aMMOJICHCTBUS Tpu paboTe B JAOKYMEHTHBIX
CUCTEMaXx.

CpenctBa
KpUNTOrpadruecKoi 3aIuThl

uHpopmanuu

CpenctBa mmppoBaHUS - anmapatHele, NPOTPaMMHBIE U
MporpaMMHO-anmnapaTHele MUGpoBaIbHBIC (KpUNITOrpaduuecKue)
CPeACTBa, pEAIM3YIOIIHE  AITOPUTMBI  KPUNITOTPAPHUECKOTO
npeoOpazoBaHusa HHPOPMAIUH U OTPAHUYEHHS JOCTYyIa K Hel, B
TOM YHCJIE TIPU €€ XpaHEeHUU, 00paboTKe U mepeaye;

CpeICTBA HMMHUTO3AIIUTHl - ammapaTHble, NPOrpaMMHBIE U
pOTpaMMHO-aNNapaTHeIe MHPPOBATBHBIE (KpUITOrpapUIecKue)
CpeacTBa

(32 HCKIIIOUEHUEM  CpEACTB IIM(PPOBaHUS), pPEATUIYIOLIHUE
AITOPUTMBI KpHUNTOTrpaduyeckoro mpeodpazoBaHusi HWHGOPMALIUU
JUISL €€ 3aIUTHI

OT HaBS3bIBaHUS JIO)KHOM MH(OpMAIMK, B TOM YHUCIIE 3aIUTHI

OT Mo (HUITPOBaHUS, 1T 00ECIIEUEHUs €€ JOCTOBEPHOCTH

U HEKOPPEKTUPYEMOCTH, a TaKXke 00ecrneueHus BO3MOXKHOCTU
BBISIBIICHHUSI M3MEHEHWH, WMHUTanud, QalbCUPUKAIMA WA
MOIUGUIMPOBAHUS HH(DOpMAIH;

CpEACTBA JIEKTPOHHOMN MOAMUCH;

CpeCTBa KOJUPOBAHHUS - CPEJICTBA MHU(POBAHUS, B KOTOPBIX YacTh

KpunTorpaguueckux npeoOpa3oBaHui uH(popManuu
OCYIIECTBIISIETCS. C HCIIOJIIB30BAHMEM DPYUYHBIX ONEpaluii WU C
HCII0JIb30BaHUEM ABTOMATHU3HPOBAHHBIX CPEICTB,

npeJHa3HAYeHHBIX JJIS BBIIOJHEHUS TaKUX OINEpaLui;

CpeICTBa M3TOTOBJICHUS KIIOUEBBIX JOKYMEHTOB - almnapaTHBIE,
pOTrpaMMHBIE, IpOTrpaMMHO-aInapaTHbIE mudpoBaIbHbIE
(xpunrorpaduyecke) cpeacTa, 00ecrneynBarone BO3MOKHOCTD
U3TOTOBJICHHUSI  KJIFOUEBBIX JIOKYMEHTOB Uil IIM(POBAIBHBIX
(xpunrorpaduyecknx) CpeICTB, HE BXOJAIIME B COCTAaB ATUX
U (poBaTIbHBIX (KPUIITOrpaUIEeCKUX) CPEICTB;

KITIOYEBBIC JTOKYMEHTHI - O3JICKTPOHHBIC TOKYMEHTHI Ha IHOOBIX
HOCUTENIX MHGPOpPMAllMU, a TaKkXKe JOKYMEHTHl Ha OyMa)XHBIX
HOCHUTEIISIX, COJIEpKAIIe KITFOYEBYIO0 HHPOPMAIIUIO OTPAHUICHHOTO
JOCTYTA JJIs1 KpUNTOrpaduuecKkoro npeodpazoBaHust HHGOpMAIUH C
UCTIOIb30BaHUEM AJITOPUTMOB KPUNTOTPapHIECKOTO
npeoOpa3oBanusi HMHGOpManuK (KpuUnrorpaguyeckuii Kiod) B
mUGPOBATHHBIX (KpUNTOrpadUUECKUX ) CPEICTBAX;

anmaparHble IM(ppoBaibHbIe (KpunTorpaduueckue) CpeacTsa -
YCTPOMCTBA M HX KOMIIOHEHTBI, B TOM YHCIIE COJEpXKallHe
KJIIOYEBYI0  MH(QOpPMALMIO, 00ECleYMBaIONINEe  BO3MOXKHOCTb




npeoOpa3oBanus WHPOPMAIIUHM B COOTBETCTBUU C QJITOPUTMAMHU
kpunrorpadguueckoro  mpeoOpazoBaHuss  wHbopmaruu  0e3
UCTIOJIB30BAaHUSI TPOTPaMM Ul 3JIEKTPOHHBIX BBIYHCIUTEIHHBIX
MallliH;

nporpaMMHbIe MU(POBaNIbHBIE (KpUNTOrpaduyeckue) cpeacTsa -
IPOTPaMMBbI JUISL AJIGKTPOHHBIX BBIYHACIHUTENBHBIX MAllMH U UX
YacTH, B TOM 4HCIE COJepXkallie KIYeBylo HHpopMamuio,
o0ecrieunBaroIIMe BO3MOXKHOCTh TIpeoOpa3oBaHusi mHMopManuu B

COOTBETCTBUU c ITOPUTMaMHU KPUNTOTpapuIECKOro
npeoOpa3oBanust  MHPOpPMAIMM B IPOrPaMMHO-ANIIAPATHBIX
i poBaTbHBIX (kpunTorpauuecKux ) CpEICTBAax,

WHPOPMAIIMOHHBIX ~ CHCTEMaxX M  TEIIEKOMMYHHKAIIHOHHBIX
CHUCTEMaX, 3allUIICHHBIX C HCIOJB30BAaHUEM MHU(POBATBHBIX
(kpunTorpadUuECKmX) CpPEJICTB;

POrpaMMHO-aIapaTHeIe IMHU(POBAIbHBIE (KpUNITOTPAPUICCKHE)
CpelCTBa - YCTPOWCTBA M HMX KOMIIOHEHTHI (32 HCKJIIOYCHUEM
WH(OPMAIIMOHHBIX CHCTEM U TEJIEKOMMYHHKAIMOHHBIX CHCTEM), B

TOM 4yuUCIIe cojeprKanme KIJIFO4YEBYIO uH(popMaLIo,
o0ecreunBaroIMe BO3MOXXKHOCTb IpeoOpa3oBaHusl MH(oOpManuu B
COOTBETCTBUU c aNropuTMamMu KPUNTOTPapHIECKOTO

npeoOpazoBanrsa WHGOPMAIMU C UCIOJIB30BAHUEM MPOTrpamMM st
AJIEKTPOHHBIX BBIUYMCIUTENBHBIX MAIIWH, MpPeAHA3HAYEHHBIX IS
OCYIIECTBIICHUS TUX NMPeoOpa3oBaHuii HH(OOPMALIUY WIH UX YaCTH.

CpenctBo AJIEKTPOHHOMN

IoaInumcu

[udposanbHoe (kpunrorpaduveckoe) CpencTBO, HCIOIb3yeMbIE
JUISL peanu3aluuu XOTs Obl OJHOM U3 cleAyrolux (QYHKIUH —
CO3J1aHU€ HIIEKTPOHHOM MOJITUCH, IPOBEPKA FNEKTPOHHON MOAINCH,
CO3/laHWe KJF0Ya DJIEKTPOHHOW TIOANMCH W KII0Ya MPOBEPKU
9JIEKTPOHHOMN MOATMKCH.

Y 10CTOBEPSIONIUI HEHTP

Axmmoneproe  oOmiectBo  «I'punarom» (AO  «I'puHaTOMY),
ocymiecTBIstonee GyHKIIUHU IO CO3AaHUIO U BbIIaue cepTU(UKATOB
KIIIouen IMPOBEPKHU IJICKTPOHHBIX HOI[HI/ICGI\/'I, a TaKXE€ HHBIC
byHkuyu, mnpenycMoTpeHHble  Denepa’dbHBIM  3aKOHOM  OT
06.04.2011 Ne 63-®D3 «O06 >1eKTPOHHON MOITUCKY.

Jluno, 3apeructpupoBanHoe B YI[ AO «I'punarom» B
ycTaHOBJIIEHHOM PeriiamenToM KoprnopaTuBHOIO yZ10CTOBEPSIOIIETO

Y4acTHUK 3JIEKTPOHHOTO

B3AMMOEHCTBHS neHtpa [ockopnoparun «Pocatom» (Y A0CTOBEpSIOIIEro IEHTpa
AO «I'puHaToM») MOpsAKE, MEPCOHANBHBIE JIaHHBIE KOTOPOIO
yKa3aHbl B cepTH(UKaTe KIH04a MPOBEPKU HJIEKTPOHHOH MOAIUCH.

[Hramn BPEMEHHU | DIEKTPOHHBINA JOKYMEHT, TOJIUCAHHBIN 3JIEKTPOHHOM MOAIUCHIO U

9JICKTPOHHOI'O NOKYMCHTA

yCTaHaBJ'II/IBaIOH_II/Iﬁ CYIICCTBOBAHUC OMPCACIICHHOI'O 3JICKTPOHHOT'O
JOKYMCHTA HAa MOMCHT BPCMCHH, YKaSaHHBIfI B IIITaMIIC.

SHCKTPOHHEUI MOAIHNCh

WNudopmanus B 3IeKTPOHHOH (opme, KoTopas MpHCOEIWHEHA K
Ipyroi wuHpopmanuu B 3JIEKTPOHHOM (opme (MoAnUChIBaeMOn
uH(OpMallMK) WIK UHBIM 00pa3oM CBs3aHa ¢ Takod MHpopMaruen
M KOTOpas  HWCIONB3YyeTcs Uil ONpeNeNeHHus  JINIa,
MOJIIKCHIBAIOIET0 MH(OpMAIHIO.

DJIEKTPOHHBIN TOKYMEHT

3adukcupoBaHHas ~ Ha  MaTepUaJbHOM  HOCHUTENE  IIYyTEM
JOKYMEHTHPOBaHUS HH(POpMALUs C PEKBU3UTAMH, TIO3BOJISIOIIUMHI
OTpeAeNuTh TaKylo HH(OPMALUIO, ITPEICTaBICHHAS B JJIEKTPOHHOMN
¢dopme, TO ecTh B BUJE, IPUTOJHOM JUIS BOCTIPHSATHS YETOBEKOM C
VCIIOJIb30BAHUEM JJIEKTPOHHBIX BBIYMCINUTEIBHBIX MAIIMH, a TAKXKE




UL Tiepeayd 1o  MH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIM
CeTSIM WM 00pabOTKH B MHPOPMAITMOHHBIX CUCTEMaX.
Cryptographic Message | Cranmapr, OTIPE eSO ¢dopmar u CHHTaKCHC
Syntax KpUNTOTrpaguuECKUX COOOIICHUH.
Online  Certificate  Status | [IpoTokon ycraHOBICHHSI cTaTyca cepTU(HUKaTa OTKPHITOTO KIIIOUa,
Protocol peanmusyronuii RFC 2560 «X.509 Internet Public Key Infrastructure.
Online Certificate Status Protocol — OCSP».
Time-Stamp Protocol [IpoTokon monydeHus mramma BpeMenu, peanusyronmii RFC 3161
«Internet X.509 Public Key Infrastructure Time-Stamp Protocol
(TSP)».

B Ilopsiaike uCIonb3yrOTCS TEPMHHBI, YCTaHOBJICHHBIE DeepaibHbIM 3aKOHOM
ot 06 ampens 2011 roga Ne 63-D3 «O0 37EKTPOHHON TTOATTUCH.
2.2. CokpallleHHsI, ICTI0JIb3yeMbIE B LIEIIX JAHHOTO JOKYMEHTA, U pacIu(pPOBKH

Tepmun Omnpenenenue

Cepruduxar KBamuduuupoBaHHbIi cepTUPHUKAT KITI0Ya MPOBEPKH SJICKTPOHHOU
MOJITUCHU

ITAK IIporpamMMHO-annapaTHbIi KOMILIEKC

I[JC ITnardopma noBepenHbix cepBrcoB ['ockopnopanuu «PocaTom»
Pernament KopnoparusHoro YAOCTOBEPSIFOIIETO LEHTpa

Pernament Y1L{ I'ockoprnopaumu ~ «Pocarom»  (YmoctoBepsitomero  1entpa  AO
«['punaTom»)

Peectp Y1 Peectp ynocrosepsronero neHrpa

CK3H1 CpencTBo Kpunrorpaguyeckoi 3amuThl HHPOPMALUU

YII Y 10CTOBEPSAIOIIMI LIEHTP

€I DJEKTPOHHBIA JOKYMEHT

oIl ONeKTpOHHAs MOJIITUCH

CMS Cryptographic Message Syntax

CRL Certificates Revocation List

OCSP Online Certificate Status Protocol

TSP Time-Stamp Protocol

3. O0s3aHHOCTH YYACTHUKA 3JIEKTPOHHOI0 B3aMMO/I€iiCTBUA

3.1. YY4acTHHUK 3JIEKTPOHHOTO B3aUMOICUCTBUS 00s3aH:

CJIEI0BATH IOJ0KEHUAM Hactosiero [lopsaka;

ucronb3oBath kiatoun Ol u  coorBerctByromme uM Ceprudurarsl s
noarmucanust/mudpoBanus 3] B JOKYMEHTHBIX CHCTEMaX;

st popmupoBanus Ol mpuMeHsTh TOIBKO AecTByrommil kimou Ol u
cooTBeTcTBYIOIU eMy CepTudukar;

00ecreynTh COXPaHHOCTh B TallHE U 3aIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa
NEPCOHANILHON ayTeHTU(UKAMOHHOW HHMOpManuu A JA0CTyna K JIOKYMEHTHOMN
CUCTEME U JINYHOMY Kirouy OII;

IpU KOMITPOMETAIUHY JIMYHOU KITF0UE€BOM HH(POpMALINY UITH Ay TeHTU(UKAITMOHHON
uH(pOpMalUu HEMEJUICHHO MpPEeKpPaTUTh €€ MCIOJb30BaHUe, PYKOBOACTBOBATHCS U
COOJTI0/IaTh TIOPSAIOK BHITIOJIHEHUSI IEUCTBHM, ycTaHOBICHHBIN Pernmamentom Y11,



4. YnocroBepsmuii HeHTP M cepTHQUKATBHI KJIKYeld NPOBEPKHU
3JIECKTPOHHBIX MOJANUCEH

4.1. Y 1ocToBepsAIONINM HEHTPOM, co3aarouM CepTU(UKATHI 17151 UCTIOIb30BAHUS
B JIOKyMEHTHBIX  CHCTEMax, SBJSIETCS  akKKpeauToBaHHbI  KoprnopaTuBHbIN
ynocroBepstoiuit nueHtp I'ockopnoparuu «Pocarom» (AO «I'punaromy).

4.2. lns TpUMEHEHHS] B JOKYMEHTHBIX CHCTEMax MOTYT HCIOJIb30BATHCA
Ceptucdukarsl, co3laHHble TOJILKO KOpHOpaTUBHBIM yAOCTOBEPSIONIMM ILIEHTPOM
[Nockopniopanuu «Pocatom» (AO «I'puHaTOMY).

4.3. Ilopsimok co3maHusi, BbLAAYM M TpekpamieHus aedctBusi CepTHPHUKATOB
onpeneinsercs Pernamenrom Y11,

4.4. UnentudukanionHsle JaHHbIe, 3aHeceHHbIe B mose «CyOonexT» («Subject
Name») Ceptudukara uaeHtudunupyoT Bragensia ceptudukara kiroua MpOBEPKU
AIIEKTPOHHOM MOJANKMCH M COOTBETCTBYIOT WACHTHU(UKALMOHHBIM JaHHbIM Branensua
cepTu(uUKaTa KJIr4a IPOBEPKU 3JEKTPOHHOM MOAINCH, 3apErUCTPUPOBAHHBIM B PEECTPE
Y 10CTOBEPAIOIIETO LIEHTPA.

4.5. [lnsa onpenenenus craryca CepTudukara UCIOJIb3YETCsl CIIUCOK OTO3BAaHHBIX
cepTu(UKaToB, U3JaBacMblii U nyonukyembld YI[ B mopsiake ¥ ¢ NEpUOAUYHOCTBIO,
onpenensieMbimMu Y11,

4.6. MectoM mnyOJUKallUM CIHMCKOB OTO3BAaHHBIX CEPTU(UKATOB NPUHUMAETCS
anpec MH(OPMALIMOHHOTO pecypca, ONpENeNeHHbII B  pacmupeHun «Touku
pacrnipoctpanenus cnuckoB ot13eiBa (CRL)» («CRL Distribution Pointy) (OID —
2.5.29.31) ceptuduxara Kjro4ya MoAMKUCH.

4.7. lna ompenenenusi craryca Ceprtudukara TaKKe MOMXKET HCIOJIb30BATHCS
Cnyx0a akTyalbHBIX CTaTyCOB CEPTU(PUKATOB (B TOM Cllydyae, €CJIM CEpBHUC YKa3aHHOU
Cnyx0b1 npenoctanisieTcss Y aocrosepstomuM nentpom win [1JIC) u enunas cucrema
uaeHTUGUKau 1 ayreHTudukanuu Poccuiickoit @enepanuu.

5. CpeacTBa 3J1eKTPOHHOI MOANMUCH

5.1. B kauectBe cpenctB I, obecrneunBaronux peann3anuio GyHKIUNA CO3MaHus
u nipoBepku DI ¢ ucnonp3zoBanuem kiroua I, 1oKHBI HCTIONIB30BaThCs cpencta I,
UMEIOINE  TIOJTBEPKJACHHE COOTBETCTBUS  TPEOOBAHHSAM, YCTAaHOBJICHHBIM B
COOTBETCTBHH C TpeOOBaHUSIMHU 3aKOHOIaTeabCcTBa Poccuiickoit denepanum.

5.2. Ucnonb3oBanue cpencrtsa DIl AOMKHO OCYIIECTBISATHCS B COOTBETCTBHH C
TpeOboBaHUSIMU (POopMyIIsipa U IKCIUTyaTallMOHHON JOKYMEHTAIMU Ha JIAHHOE CPEJICTBO
oIl

6. DJIeKTPOHHBIE JOKYMEHTbI, NOANMUCHIBAeMbI€ JIEKTPOHHOM MOANMUCHI0

6.1. Y4acTHHK 37€KTPOHHOTO B3auMOIecTBUs BrpaBe D] moanucsiBath Jl1.

6.2. O], mnomnucanublie OlIl, mnNpu3HAIOTCA PABHO3HAYHBIMU JIOKYMEHTaM,
MOJNMUCAHHBIM COOCTBEHHOPYYHOW TOMAMUCHIO B CIIydac BBIMOJTHEHUS BCEX YCIOBHUI
paBHO3HauHOCTH ]I, moamucanHoro OJII, mokymeHTy Ha OyMa)XHOM HOCHUTEIE,
MOANMMCAHHOMY COOCTBEHHOPYYHO! TOJIIUCHIO.

6.3. OJ1 u ero OII B TOKyMEHTHOI1 CUCTEME MPEACTABISAIOTCA B Bue (aitnon. 11
MOET OBbITh, KaK OTKPETUICHHOHW (B BHJE OTACIBHOTO (haiiia), Tak U MPUKPETUICHHOM.
[Tpu sTom oTkperenHas D1 npencraBnseTcs B BUAEC KpUNTOrpahuaeckoro cooOIeHus,



dopmart xotoporo onpenenserca RFC 3852 «Cryptographic Message Syntax (CMS)», ¢
y4eToM ucnoJib3oBanus kpunrorpapudeckux anroputmoB I'OCT P 34.10-2012, 'OCT
P 34.11-94 B coorBetcTBUM ¢ RFC 4490 «Using the GOST 28147-89, GOST R 34.11-94,
GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message
Syntax (CMS)».

6.4. ®opmatel D/] onpenensaroTcs T0KYMEHTHON CUCTEMOM.

7. llopsiaok popMUpPOBaHMSA U IPOBEPKH IJICKTPOHHON MOANUCH

7.1. ®opmupoBanue JII B B[ ocymectBusiercs B IIJIC ¢ ucnons3oBaHuem
cpeacts OI1.

7.2. ®opmupoBanre Il MoxkeT OBITH OCYyIIECTBICHO TOJbKO Branenbuem
cepTudUKaTa KIo4a MPOBEPKHU DJICKTPOHHOM MOJIMUCH, COOTBETCTBYIONUN Kitou Ol
KOTOPOro JEHCTBYET HA MOMEHT (hopmupoBanus Jl1.

7.3. IIpu dopmupoBanuu I1I:

7.3.1. ¢ ucnons3oBanuem cepBuca Il Ha 0aze «Kpunrtollpo DSS», yuacTHuk
JIEKTPOHHOTO B3aUMOJICUCTBUS JOJDKEH IOATBEPAUTH CBOE BOJIEM3BSBICHUE Ha
nonnucanue [ ¢ WCIOJNB30BAaHUEM  MOOWJIBHOTO  mpuioxkeHus «Moayib
ayrentudukanuu DSS Client gns [TAK "Kpuntollpo DSS». Tlepen noareepkaeHuem
noJUieKauil noanucanuo )] AOMKEH ObITh MOJHOCTBIO OTOOpa)Ke€H YUYaCTHUKY
AJIGKTPOHHOTO B3aWMOJAEWUCTBHUA B UHTep(elice TOKYMEHTHOM CHCTEMbI, JUOO B
MoOmibHOM npwioxkennn «Monynbs ayrentudukanuu  DSS  Client mna  [TAK
«KpunrolIpo DSS».

7.3.2. ¢ wucnons3oBanueMm ceptudunupoBanHoro d®Chb Poccuun CK3U wu
OTUYXKJIa€MOI'0 KJIIO4eBOro Hocutensa ¢ kiawodoMm OIII, YyacTHUK 53JI€KTpOHHOTrO
B3aMMOJICUCTBUS JIOJDKEH MPEIbSIBUTH MUH-KOJ K KIIFOUEBOMY KOHTEHHEDY.

7.4. Honyckaercst noanucanue onnoi 11 Heckonbkux D] ofHOBpeMEHHO (TTakeT
JIOKYMEHTOB) B CIIy4ae TaKMX BO3MOKHOCTEH TOKYMEHTHON CHCTEMBI.

7.5. OJ1 MoxeTr uMeTh HECKOJbKO OII OT HECKOJIbKUX pa3IuYHBIX YUYaCTHHKOB
AJIEKTPOHHOI'O B3aUMOJICUCTBHUS.

7.6. I[Ipu dopmupoBanun OII B D] ¢ mOMOIMIBIO JTOKYMEHTHON CHCTEMBI,
bukcupyetcst Bpems noanucanus gaHHoro /] u uadopmarus o cratyce Ceprudurkara
(OCSP) Brnanensia ceprudukara kiitoda IpOBEPKH IICKTPOHHON MOJMUCA Ha MOMEHT
noamucanust D[ Ilpu aToM ukcanus BpemeHnu noanucanus ]I ocymiecTBiseTcs
MOCPEJICTBOM TMOJIyUeHHSI METKU JoBepeHHOTro Bpemenu (TSP).

7.7. Bpems, comepxamieecss B METKE JOBEPEHHOTO BPEMEHHU, MOJYUYEHHOE NP
noanucannu D11 D1, mpusHaercs BpemeHeM noanucanus J/1.

7.8. [lonyyeHHass MeTKa JOBEPEHHOIO BpPEMEHHM W HHQpOpMalus O cTaTyce
Ceprudukara YyacTHUKA 3JIEKTPOHHOTO B3aUMOJCHCTBHUS, a TaKXe€ WHbBIE JAHHBIE,
HeoOXoauMble il ycTaHoBieHUs: craryca CepTudukara Ha MOMEHT mojnucanus J/]
Ipy ero XpaHeHWH, 0OpabOTKe M Tepenaye ITOJDKHBI OBITh BKIFOUEHBI B COCTaB
KpUNTOrpaduueckoro cooOIIeHNUs U TPEACTaBICHBI B COOTBETCTBHH C (opMarowm,
yctanoBieHHbIM RFC 5126 «CMS Advanced Electronic Signatures (CAdES)».

7.9. lonreepxkaenue nomHHOCTH D11 B D1 0CymIeCTBASETCS C UCIIOIb30BAHUEM
cepsuca o nposepke CeprudukaroB «Kpunrollpo SVSy», unterpupyemoii ¢ I1IJIC u/unu
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C UCIOJIb30BaHUEM €MHON CHCTEeMbI UACHTU(UKAIMK U ayTeHTuukanuu Poccuiickoi
denepannm.

8. Ycii0BuSI PAaBHO3HAYHOCTH JJICKTPOHHOIO JOKYMEHTA, IOJNUCAHHOIO
KBAIM(PUUMPOBAHHOM JJIEKTPOHHOM MOANMCHIO, JOKYMEHTY Ha OyMasKHOM
HOCHTEJIe, MOANUCAHHOMY COOCTBEHHOPYYHOH NOJAMUCHI0

8.1. Undopmanuisi B 3JIEKTPOHHON (opMe, MOANHUCAHHAS KBaTU(UIUPOBAHHOM
OIl, mnpusnaercs DOJI, paBHO3HAYHBIM JOKYMEHTY Ha OyMaXHOM HOCHUTEIE,
MOJIMTMCAaHHOMY COOCTBEHHOPYYHOW TMOJMUCHIO, U MOXET MPUMEHSTHCS B JIOOBIX
IIPAaBOOTHOLIEHUSAX B COOTBETCTBUM C 3aKoHoAaTenbCcTBOM Poccuiickon denepannu,
KpOMeE Ciiydas, eclii (eiepalbHbIMU 3aKOHAMHU HJIM IPUHUMAeMbIMU B COOTBETCTBUU C
HUMHU HOPMAaTHUBHBIMH MPAaBOBBIMU aKTaMHU YCTaHOBJIEHO TPeOOBaHUE O HEOOXOAUMOCTHU
COCTABJICHHSI IOKYMEHTA UCKIIFOUUTEILHO Ha OyMaKHOM HOCHUTEIIE.

8.2. [loctoBepHo# HHpOpMaeil 0 MOMeHTe noanucanus /1 npu3HaeTcs Bpemsl,
coJiepKalleecss B TOBEPEHHOM METKE BPEMEHM, IOJIYYEHHOE NpH mojanucanuu O] ¢
UCITIOJIb30BaHUEM ITpuMeHsieMoro cpencrsa JlII, unrerpupyemoro c I[1J1C.

9. Ilopsimok paspemieHusT KOH(QJIMKTHBIX CHTyalMid, CBSA3aHHBIX C
NpUMEHEeHHEeM 3JIeKTPOHHOM MOANMUCH

Pazpemnienne KOH(IMKTHBIX CHUTYallUd OCYIIECTBISETCS B COOTBETCTBHUU C
PernamenTom VY1I.

10. HopMaTuBHBIE CCHLIIKH

@®enepanpHblii 3akoH oT 27 wuronsg 2006 r. Nel49-®d3 «O6 wunbpopmanmu,
MH()OPMAITMOHHBIX TEXHOJIOTUSX U O 3allUTe UHPOPMAITUN»;

®denepanbHbIi 3akoH Poccuiickoit ®enepanuu ot 6 anpeins 2011 r. Ne 63-03 «O06
BJICKTPOHHOM MOITUCH.

[Tpuka3z ®Ch PD ot 27 nexadps 2011 r. Ne 796 «OO0 yrBepxkaenun TpeboBaHuii K
CpelcTBaM JJIEKTPOHHOW moanucu U TpeboBaHMII K CpPEACTBAM YIOCTOBEPSIOIIETO
LHEHTpay.

[Ipuka3z MuHucTEepCTBa CBSI3UM M MAcCOBBIX KoMMYyHHKauid PD ot 23 Hos0ps
2011 r. Ne 320 «O06 akkpeauTaIy ya0CTOBEPSIOIINX IIEHTPOBY.



